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The ATRIUM software is an advanced and powerful access control management tool. It allows an operator to
monitor and manage the system by accessing the ATRIUM controller using a network connection. The ATRIUM
USB includes the ATRIUM software and the reference manual. The reference manuals for ATRIUM hardware
components are also available on the ATRIUM USB.

This chapter contains important information concerning the installation and use of this software.

Manage up to:

e 500 Doors

¢ 10,000 users

¢ 10,000 cards

e 1,000 Access Levels

® 250 Schedules each supporting 100 time periods
¢ 100 Holidays

e 256 Floors (Elevator Integration)

cdvigroup.com 3
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2] NOTES AND RECOMMENDATIONS

This section describes how to install the ATRIUM software on a computer, start the application, register your
product and add a controller.

COMPUTER REQUIREMENTS

The ATRIUM interface is designed to operate with computers running a suitable Windows operating system as
detailed in the “"Operating System Requirements”.

Intel i5 Processor 4.2 GHz or better

8GB RAM (16Gb recommended for superior performance)

500GB of Hard Disk (SSD recommended for superior performance)

Ethernet access either through physical 10/100 Mbps Ethernet port or WIFI

OPERATING SYSTEM REQUIREMENTS

The ATRIUM interface has been tested on the following operating systems:
¢ Windows 10

Windows 8, 8.1,

Windows 7 Service Pack 1

Windows Server 20016 R2 Service Pack 2,

Windows Server 2012 R2

Windows Vista Service Pack 2

OTHER SOFTWARE REQUIREMENTS (AVAILABLE ON THE USB):
¢ Windows Installer 4.5

.NET Framework 4.0.0

.NET Framework 4.5.2

.NET Framework 4.6.1

VC++ 2015 Redistributable

VC++ 2017 Redistributable

SQL Server Express 2012, SP3

FREE TECHNICAL SUPPORT

For technical support in North America, dial 1-866-610-0102 Monday to Friday from 8:00 a.m. to 8:00 p.m. EST.
For other locations, please refer to last page of this document or visit our website: www.cdvigroup.com.

cdvigroup.com
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e One USB key

4] INSTALLING/UPDATING THE ATRIUM SOFTWARE

/l\ To install the ATRIUM software on Windows, you must be logged on with an administrator account.

Ensure the computer has the latest Windows Update installed before installing ATRIUM software.
Failing to do so may cause software installation malfunction. The tolerance of your antivirus may also
A cause a malfunction of the software ATRIUM. It is recommended to add both paths in your antivirus
exceptions: C: \ Program Files (x86) \ CDVI Group \ * and C: \ Program Files \ Microsoft SQL Server \
MSSQL11.CDVI_ATRIUM \ *. These paths are created by default when installing the ATRIUM software.

1. Start the ATRIUM setup either from the supplied USB key or from the hard drive when downloaded
from the web.

a) To install from the USB, insert the ATRIUM software USB key into the computer’s USB port. If
the auto run feature is enabled, go to the step 2. Otherwise, use Windows Explorer to locate and
start ATRIUM-Setup.exe.

b) To install from the hard drive, first download the application from www.cdvi.ca then use Windows
Explorer to locate and start ATRIUM-Setup.exe.

Select the installation language from the list then click on OK.
Click Next.

The License Agreement window will appear. To install the ATRIUM software, select “I agree to these
terms and conditions” check box and click Next.

If you wish to select a different folder destination for the ATRIUM software, click the Browse button,
choose the folder destination and click Install.

The ATRIUM software is installed by default to C:\Program Files (x86)\CDVI Group and the database
is in C:\Program Files\Microsoft SQL Server\MSSQL11.CDVI_ATRIUM

Click Finish to complete the installation. If required, restart your computer to complete the
installation.

An ATRIUM icon is automatically added to your computer desktop.

@ @ L
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5] PROGRAMMING

STARTING THE ATRIUM SOFTWARE

This section describes how to start the ATRIUM software.

1. Double-click the ATRIUM icon on your desktop or click Start >Programs >CDVI Group >ATRIUM
>ATRIUM. The first time you start the ATRIUM software, the “"Account Creation” window will be
displayed.

X ]
,g& Account Creation e

Account: |CDVI Graup

2. Type the name of the new account and click “Save”.

3. The ATRIUM software “User Login” window will be displayed. Type the Login ID and password for the
selected account. The default login ID and password is "admin”. You can also choose to synchronize
the events from the A22 controller or not to. Events do not hold any database configuration.

g& User Login -
|

User Name:”

Password:
Events I Synchronize all events - i

(|:| Offline Programming )

( Login ) ( Cancel ]

recommended you change the Login ID and password for security reasons. Refer to the “Accounts”

f Once you have created your account with the default login ID and password. It is strongly
chapter for account and password management.

4. Click on “Login”.

cdvigroup.com
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ADDING A CONTROLLER

For each new account, the following screen is displayed to indicate that a controller needs to be associated with
the account. To add a controller, proceed with the following steps.

It is recommended to choose as the first controller of a site, one that will be designated as "Master”
: 3 controller and to which the doors are connected will be the LEAST busy (less activity).

Out of the box ATRIUM controller is ready for IP connectivity, fifty (50) controller maximum per
account. If you have more than one ATRIUM controller per account, one must be set as the "Master”
controller to manage the other forty-nine (49) IP controllers, defined as “"Sub-Controllers”.

controller. Consult the IT specialist in charge of the network so that he can reserve an IP address for

@ It is HIGHLY recommended that you reserve an IP address in the DHCP server for each ATRIUM
the ATRIUM controller.

1. Click on Add Controller. The Controller Connection pop up will be displayed.

£ Dashboard \ Hardware Advanced Configuration Accounts

O & B F & 8 MNEhH Q=T = |

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relays Inputs Qutputs || Cabs  Floors Floor Levels || Confic

Control Cabs Lock

Credentials
[’J Systemn O'H'I!I"ieli\l
( Properties j ( Delete j ( Replace j ( Upload Firmware ) ( Locate " ) Ii Synchronize " ) Ii Reboot ) E: Restore Factory Defaults j

( Expand All_}  Collapse All ) No controller connection added.

Connection Properties
( Add Controller )

Access Configuration

Controtler connection properties i

I: Aulc - Detect ]
2. Click the Auto-Detect button to Display Name
find the ATRIUM controller(s) on Lerial Humber

the network. URL Address | i
Software Port: | 1000 5

Module Connection Key:

i gave ) ( Cancel

3. Select the controller from the list
and click Select.

T-T0- 4444

ey ) i3 b L L S
W01 [aam 2z 1 [nocoe| oo tAMOONM | @ | acoast
[ [ W [em|mitccaamns] @ |adesan
FOD14n | AT I Deer Coserain) 2 o [ (e |y
TEGH01.08  FAZIR I Doce Contrabert F3 T lhcaal T 1aRo0aLaE | @ | Saoaet
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The Serial Number, IP Address and Software Port information will be inserted automatically.

= 25
.’:Q-“x Controller connection properties
Ii Auto-Detect )

~ Options
Display Mame: |A22 [2-Door Controller]
Serial Number: (1028
URL Address: | 192.188.1.12

Software Port: | 1000C |Z|_

Module Connection Key: [*** |

( Save ( Cancel

4. Enter “"Module Connection Key” password. The default password is “admin”. Click OK.

%

5.

The ATRIUM system includes two users, “Installer” and “"Administrator”. The default login ID and
password for “Installer” are “admin”. The default login ID and password for "Administrator” are

“adminl”. Additional users may be added to the system and assigned user rights accordingly. In
addition, the system offers four software “User rights” levels. See below.

SOFTWARE USER RIGHTS

Can do
firmware
update

1. Installer v

Can configure
the system

Can add/de-

lete/ modify

users, cards
and PIN

View only

2. Administrator

3. Operator

4. Guest

v

Enter the user login ID and Password. Click Login. The application will synchronize with the controller

and expander modules connected to the controller.

.’Ej:‘u User Login ———

Login ID:
Password: L7 g
( Login ( Cancel

cdvigroup.com
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ADDING A SUB-CONTROLLER

First, set the main controller as a "Master” controller:

From the Hardware tab, click on the System Overview icon.
Select the main controller from the list and click on the Properties button.

Expand the Advanced Options menu by clicking on the + symbol, then click on the Integration tab.
Click on the checkbox next to “Master Controller”, then click “Save” at the bottom right.

The controller start to reboot and at the end of the process the controller product code will change from A22 to
A22M and then you can start adding the other IP controller (49 max. per site) as “"Sub-Controllers”.

. " |
g& Module Properties ——
r General Information © Network Settings\( Mode of Operation T Card EnrollmentT Time Zone T E-mail Settingsw
Display Name: |A22K [2-Door Controller] ~Options e et
Product Coda: | AZ2KM £ Password:
Sl umomn | e e—— .
. . MAC Address: 00:1 Confirm Password:
Firmware Version: 2.00.045
IP Address: 192 THTTPS
Sy (@ Uses HTTPS )
Subnet Mask:
, (o Redirect HTTP to HTTPS 3}
DNS IP Address:
Softuare Porti| 10000 2] (o Redirect SDK HTTP to SDK HTTPS 3}
[=]
Web Port: EE Web Port: n
— Advanced Options |
Monitoring T Primary PowerY Baﬂeer, Integmtion‘r License‘]
e——
Options
Intrusion (Alarm) Integration =]
CNIL {Delete events after 90 days) [
Unlock if Armed [
Don't Show Arming Status O
Global Access Level B
Master Controller Ba
|

cdvigroup.com 9
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Click on Add in the Sub-Controllers (IP Clients) menu.

g& | Dashboard [ Hardware l Advanced Configuration Accounts

C B 1Ee® Q@ B

Systern Owverview Inputs Outputs Locks Relays Bells Tamper Switch Readers

Hardware

’.a System ﬂverviewj

( Properties j ( Deletej ( Replace j ( Upload Firmware j ( Locate ” j ( Synchronize || j ( Reboot j ( Restore Fa

(_Exoand Al ) (_Collanse Al ) Site Connection
Goo) Gropen) (oo

4 A2 [2-Door Controller] (00-00-10-2B), MASTER Online
Expanders  (RS-485) A22 [2-Door Controller] |00-00-10-2B  [192.168.1.12 | (@

Sub-Controllers (IP Clients)

(ﬂj ( Properties ) ( Delete )
[Displey Nome: [ Modte sere # [URL Adaress [siarus] |

Click on Auto-Detect in the Controller 4 Controller Connection | X |
Connection window. Click on the A22
and click Select to confirm. You can ~Network Settings
also manually type in the information if (I:Ta Bl )
the module is on a different network.
( Auto - Detect ]
r Options

Serial Number: [ 42200154
IP Address: | 192.168.1.64

Type “admin” into the Password URL Address:
and Confirm Password fields. Click Software Port: | 10000 E
Save and your Sub-Controller will

Y Web Port: ma

synchronize.

Module Connection Key:

Password: | ==

,,,,,

Confirm Password:

Save [ Cancal I

10 | cdvigroup.com
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UNDERSTANDING THE ATRIUM SOFTWARE

The following chapter presents the structure of the main window of the ATRIUM software including the different
windows, menus, and buttons.

USER INTERFACE OVERVIEW

The main window of the ATRIUM software is shown below.
r-u Strum = CEAT
Menu—p || il | Dushbosd | Hadware  Advanced Configursfion  Accourss |

wo i@ B Fili § M NI (BT 3 8 Qb &
Fixars Fieset Livwrti || Configuration || Fvents Regoits || Engiab

Buttons Users Lards || Holidays Schedubes Areas Borsa bevels fors Level Groups || Doces Belays Inpets Oubputs || Cabs
e R | Eeicd I Sin
Opened
Window
tes Urivrmen | ) ) Sherw Loeation Samtus )
| & | apsasreaon 2001-0Y 41 D000 |
| & | msTaues R et Lved Abnap 0140004 D000 B [+ Syriekerrites |
| B | PROGRAMMING | USER Acersa Livel Programenng | 20010001 0000 0 5] Syneheneised
: |

Events
Window

 User USER INSTALLER
Machule: AL-(0-03-F}
Uets; LPSER, INSTALLER

- A0S fiul 13 |
Alert e "
Windows >
i con | & vt msTaisen, prssen | (D - T -Q.qu- Mew Tl
0 + 1+
Account Name User logged in Connection Status of KRYPTO
Status Mobile-PASS available

MENU AND RIBBON BUTTONS
The menu gives access to the Dashboard, Hardware, Advanced Configuration, and Languages menus/tabs.
ATRIUM Icon
e About, Help and exit

Dashboard

e Credentials
- Users, refer to page 16.
- Cards, refer to page 24.

cdvigroup.com 11
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e Access Configuration
- Holidays, refer to page 31.
- Schedules, refer to page 34.
- Areas, refer to page 39.
- Access Levels, refer to page 42.

- Access Level Groups, refer to page 44.

¢ Control
- Doors, refer to page 46.
- Relays, refer to page 55 (This icon is also available from the Dashboard tab).

- Inputs, refer to page 57 (This icon is also available from the Dashboard tab).

- Outputs, refer to page 62 (This icon is also available from the Dashboard tab).

e Cabs
- Cabs, refer to page 123
- Floors, refer to page 123

- Floor Levels, refer to page 123

e Lockdown
- Configuration, refer to page 133

e Monitoring
- Events, refer to page 64

- Reports, refer to page 67

e Languages:
The ATRIUM software is a multi-language application. Select the desired language from the list.

Hardware

e Hardware
- System Overview, refer to page 69.
- Inputs, refer to page 57 (This icon is also available from the Dashboard tab).
- Outputs, refer to page 62 (This icon is also available from the Dashboard tab).
- Locks, refer to page 84
- Relays, refer to page 55 (This icon is also available from the Dashboard tab).
- Bells, refer to page 86
- Tamper Switch, refer to page 89
- Readers, refer to page 90

12 | cdvigroup.com
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Advanced Configuration

® Programming
- Macros, refer to page 92
- Emails, refer to page102
- Cameras, refer to page 104
- DESFire Readers, refer to page 108
- Global Settings, refer to page 114

Accounts

e Management
- Accounts, refer to page 151.
- Import/Export (Offline)

OPENED WINDOW AND EVENT WINDOW

To move an opened window, click on the desired window tab and drag it to the desired location on the computer
screen or use the docking arrows to dock it either to the left, right, top, or bottom.

e s P e

al

TEEEREN N A

o b el i Lew Dage . [usn el spon Dugem Been Sepoi  Iaghs Pop_Up

Cmagidn | e T e el epanimy  Lemp— Window

T TR Yoo [y vy p—y
TP -2 T
[ttty e

Docking
arrows

H;—Er_

(I A e B gt
(k) L)

(2T 20 TAte [

I [T
T

T T

k1 ap v son [ ey
(S5 [ e Logges I g e L
LI TH Liraa- jagprd =

-

§pare

luu ey -} !

==
T 7| Dl

wmlmw--ql - | |-|.n.|.-

Once a window has been moved as a pop-up, the docking mode is enabled meaning that each window that will
be opened will be docked as shown in the following picture.

r-. S el =2 & (S:lecl)es:ﬁtgc]ie
" # _

[ & ﬁ ".'. = ﬂi ..,...'..., ...!;_ RS E.q Pt iE Docked Window

LMJ B L S I T I Sy FE

Docked B |v= - Erm o <
Window T | [Frrua ] |

- A e —ﬂ'"'—,_ﬁ‘ Select a

| ———— e )

: ] | I.I-I::ﬁ“{m’“ g : o= e Docked Window
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ALERT WINDOWS

The Hardware Alert and Software Alert windows show event status respectively related to hardware and

software events. The following table lists examples of hardware and software events.

Examples of Events

Battery Absent - Module 00-00-00-01

Battery Low - Module 00-00-00-01

Bell Shorted - Module 00-00-00-01

Hardware Door Lock 0 Bypassed by Emergency Input - Module 00-00-00-02
Input 0 Masked - Module Module 00-00-00-02

Tamper Switch Trouble - Module Module 00-00-00-01

etc.

The module 0 already has an active connection.
Module 0 information was successfully changed.
Software Cannot connect to the module 0, User right error.
Communication timeout. Module: 0, synchronizer: 1
Login error: the login ID and/or password are wrong.

etc.

Attempt to write a duplicate card or keyboard code failed. Module SN: 0, object ID: 1

CONNECTION STATUS
Indicates the communication status with the ATRIUM module(s).
¢ Online: Connection established with the controller.
¢ Offline: Connection not established or lost with the controller.

e Synchronizing: Synchronizing the computer and controller data.

¢ Limited Connectivity: Communication is established, however one or more ATRIUM modules is

offline.

cdvigroup.com
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TYPING NAMES AND NOTES

1.When changing the name of a system component in the ATRIUM software windows (i.e. name of a
door, user, relay, etc.), ATRIUM will immediately refresh the screen.

2.Please note that ATRIUM supports up to 15 (first and last names) or 31 (other labels) characters for
text fields and up to 1000 characters for Notes fields.

REQUIRED FIELDS
Fields surrounded by a red frame are either required fields or fields in error.

For example, the Display Name, Format, and Hex fields from the Card Properties window are mandatory
(required) fields.

A field in error prevents from saving changes and closing the window.

g& Card Properties —
- General Information (7 Options | Notes |
Display l\ame:l I -~ Opti
State: (I Enabled ) (@ Grants Access D
Usen: ( = | ) ( Add ) (D Lost )
Activation: | 2021-05-13 00:00 =] (O Stolen )
Expiration: | Nane =] @ Programming Card - Card Enrollment Mode )
~Numb (o Double Swipe >
Format: (Eﬁ-bit v) r Lockdown Option
Number: | Lockdown: ( =
Hex:

cdvigroup.com 15
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USERS

Programming a user allows to define the details pertaining to the user. Any individual that needs to access an
area (room) must be defined in the system as a user. Once defined, a card can be assigned to a user.

From the Dashboard tab, click on the Users icon. From this window, a user may be added, edited, or deleted.

[
R L e A T e lj | Pabsat {pcation Repon L1 Paie I_j { ]
1~] ADMINEIRATUR | USEH Acoe Lived Mlwarpr | 200007401 Q0400 | | AbagTefd) | 200800 1 | Synchrerized i '\. St Wik !
= MSTALLLE USER | 2380-07-20 0 1 [ Unkriowen | Uiekorcwm | Syncbrorized ‘ ! . ::i
= FROGEAWMIFNG | LSER Asii Lo Poosgsaii :-."'}}l 03 =0 O | O Unkngrars | Ui : Sytrbnnised

The following users are defined by default:

o INSTALLER USER: This user is active by default, can program cards and has a system and
web access login. This user is usually the System Installer that configures all hardware related
configurations. The installer usually defines along with the owner the perimeters of an area that
needs to be protected by an access door and also define with the owner or system manager, the
different access levels and access schedules.

o ADMINISTRATOR USER: This user is active by default, can add / delete cards and users, has
the ACCESS LEVEL ALWAYS and has a system and web access login. This user is usually the
system administrator or manager, the responsible to add and delete user in the system. The
ADMINISTRATOR USER also defines the access levels, the access level groups, the schedules, the
holidays and the different access rights of all the other users.

* PROGRAMMING USER: This user is active by default and is used to add new cards to the system.
Whenever the CARD ENROLLMENT mode is used, all the new cards programmed will inherit the
programming of the user associated to the PROGRAMMING CARD. It is also possible to define
multiple PROGRAMMING USER with different configuration and access rights. With this, it is then
possible to program different PROGRAMMING USER allowing easy USER programming with a specific
template.

16 | cdvigroup.com
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ADDING A USER

From the Dashboard tab, click on the Users icon and click on the Add button.

General Information

i

f& User Properties

r General Information ) CredentialsT Access Levele EvenisY Emailw
First Mame: |

Last Mame:

(L—d Enabled ) [ Assign i[ Unassign ) [ Add i[ Properties )
i

Enabled | License | ID | Display Name | Number (Dec) | User | Activation Date | Expiry Date | Lost [ stolen | Programmin,

Activatic-n:| 2021-05-18 00:00

Expiration:| Nane

Basic and Advanced View
¢ First Name: Indicates the first name of the user. A maximum of 15 characters is allowed.
e Last Name: Indicates the last name of the user. A maximum of 15 characters is allowed.
e Enabled: When selected, indicates that the user is active.

¢ Activation Date: Indicates the date the user becomes valid. Enter the year, month, day and time
of the day the user becomes valid or click on the calendar icon and select the date and time. The
user will become active at selected activation date and time.

o Expiration Date: Indicates the date the user becomes invalid. This is useful for personnel on
contract which would require an access for a specific period of time. Enter the year, month, day and
time of the day the user expires or click on the calendar icon and select the date and time. The
user will expires at the selected date and time. For permanent users, do not select an expiration
date (leave the field empty).

cdvigroup.com 17
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Advanced View Only

g& User Properties ==
General Info.rmation |/ Home Y Events Y Email Y Notes j
First Name: ‘/ Credentials Y Access Levels Y Floor Levels Y Work W
( Lost Name: (ards\( PINY System Loginw
=
= Freble” ) Assign Unassign Add Properties
(D ) g g |
Allow Extended Ti
— Enabled | License | ID | Display Name | Number (Dec) | User | Activation Date | Expiry Date | Lost | Stolen | Programmi
o
(D Master Attribute - Card Enrollment Mode )
(D Owerrides Anti-Passback )
(D Cwverrides Interlock )
(D Can Arm )
(D Can Disarm )
Activation: | 2021-05-18 00:00 8|
E:<|Jira:ion:| None E|
Languags: (Engll’sh ')
~Counter
(O Enabled )
Value: 0 =
Expiration:| None
[ouic )

Allow Extended Time: When a user is granted access to a door, the door will remain unlocked for
the period defined by the door’s Unlock Time. When Allow Extended Access is enabled, the door will
remain unlocked for the duration of the door’s Extended Time in addition to its Unlock Time. This
option is particularly useful for individuals that may require more time to access the door.

Master Attribute Card Enrollment Mode: Enables this user’s card to activate “Card Enrollment”
mode when a second card, which has the "PROGRAMMING Card” option activated, is presented to
the same reader within 5 seconds.

Overrides Anti-Passback: When selected, indicates that the user will override anti-passback.

Overrides Interlock: When selected, indicates that the user will override interlock.

e Can Arm: When selected, indicates that the user can arm the integrated alarm system.
See “Integration tab” on page 41 for more detail.

e Can Disarm: When selected, indicates that the user can disarm the integrated alarm system.
See “Integration tab” on page 41 for more detail.

Activation: Indicates the date the user becomes valid. Access rights are permitted.
o Expiration: Indicates the date the user becomes invalid. All access rights will be denied.

e Language: ATRIUM supports several languages. Select the language this user will use when
accessing the ATRIUM software or web server. The user must have a system login ID and password.

Counter: When selected, this enables the counter for any Card or PIN associated with the user,
limiting how many times the user can pass through designated doors.

Counter Value: set the number of times the user can pass through selected doors.

- To activate the decrement counter, select Decrement Counter on Card or PIN on the
side of of the door with the reader (see Doors p. 46).

e Expiration Date: Indicates the date the user counter becomes invalid. The Expiration Date
overrides the Counter value. The User is denied access when the counter reaches zero (0) or the
when expiration date has passed. Whichever comes first.
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Credentials Tab

The Credentials tab allows to assign/unassign card(s), a PIN code (optional) and an ATRIUM system login to a
user (optional).

r’.a Credenﬁale Access LeveIsY E-.renisY Emailj

r..f CardsY P""IW
[ Assign il: Unassign ) [ Add i[ Properties )

Cards

¢ Assign: To assign a card to this user, click on the Assign button and select a card from the list. The
cards are listed with the following information: Active, ID, Display Name, Number, User, Activation
Date, Expiry Date, Lost, Stolen, and Programming Card. Valid and invalid cards are listed and can
be selected but a card will not be operational until its status is changed to Active.

¢ Unassign: To unassign a card, select a card from the list of cards and click on the Unassign button.

e Add: To add a new card, click on the Add & Assign button. Refer to "Adding a Card” on page 25
for more information.

¢ Properties: To edit a card, select a card from the list of cards and click on edit. Refer to “Adding a
Card” for more information.

PIN

¢ Assign a Code: When selected, allows to assign a code to access a door that is configured to use
keypad codes.

e Code: The code must contain five digits and must be unique. Each digit can be any numerical value
from zero to nine.

e Confirm Code: Re-enter the code for confirmation.

e Lockdown: Allows to assign the code to start a lockdown, stop a lockdown, grant access or area
secured

T
[ Credentiaks | Access Levels | Events | Email |
PN
(& Assign a Cade B
Code:
Confirm Code:
Lockdgwn '[_- *].
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Advanced View

[ Home | Events Y Email Y Notes )

- Credentials Y Access Levels Y Floor Levels Y Work
Cards PIN | = System Login)
(E Assign a Login j
Login ID:
Password:

Confirm Password:

Password Hint:

Rights: (Administrator -)

Access Level Group: (_ )
(&= Allow software access )

(@ Allow web access )

@ Allow SDK access )

(© Start Lockdown )

@ Stop Lockdown )

(© Grant Access (Maintain Lockdown) )

G Area Secured (Maintain Lockdown) )

System Login

Allows the user to login to the ATRIUM software and/or web server.

e Assign a Login: Select this check box to enable the access to the PC and/or ATRIUM's Web server
for this user.

¢ Login ID: Enter a login name that will be used to access the PC and/or ATRIUM’s Web server. Up to
31 characters are allowed.

e Password: Enter the password that will be used to access the PC and/or WATRIUM’s Web server..
Up to 31 characters are allowed.

¢ Confirm Password: Re-enter the password for confirmation.

e Password Hint: Enter a password hint that will help you remember your password in case you
forget the password.

e Rights: Select one of the four software user rights levels. See page 8 for more information on
the software user rights.

¢ Access Level Group: The access level group becomes active once the user right "Operator” is
selected. Choose one of the access level group available. See page 44 for details about the
access level group.

¢ Allow Software Access: When selected, gives access to the PC version of the ATRIUM software.
o Allow Web Access: When selected, gives access to the Web server.

e Allow SDK Access: When selected, gives access to the SDK.

o Start Lockdown: When selected, gives the user the ability to initiate a lockdown.

e Stop Lockdown: When selected, gives the user the ability to stop a lockdown.

e Grant Access (maintain lockdown): When selected, grants the user access while maintaining
lockdown.

e Area Secured (maintain lockdown): When selected, allows the user to secure an area while
maintaining lockdown.
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The access levels tab specifies the area(s) in the building the user will have access to and during which time

periods.

I Credentials | J A,ccessl_evele

Email |

Euenle
~Access Levels
( Assign i( Unassign ) [ Add i[ Properties J
Enabled | Display Name ’?_'5_:"?7"? nization State

|

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “"Access Levels” on page 42. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to “"Adding an Access Level” for more information.

Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 42 for
more information.

Events Tab

The Events tab lists, in real-time, the selected user’s related events. Refer to "Events” on page 64 for more

information.

f’ Credentia[sY Access LeveleJ Ew:n‘le

Email |

Find ) (@ _Detailed View ) (O_Fitters )

Email Tab
The e-mail entered in this field will be the one used to send KRYPTO Mobile-PASS. One e-mail per user is
allowed.
( Credentials\l/ Access Levels\l/ Evenls\l/_; Emaiﬂ
Email

( Save ] ( Cancel ]

cdvigroup.com
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Advanced View

Floor Levels Tab

The Floor Levels Tab tab specifies the floor(s) in the building the user will have access to and during which
time periods.

( Home Y Events Y Email Y Notes
[

Credentials Y Access Levels YJ Floor Levels Y Work
Floor Levels

L [ Unassign ) [ Add b( Properties )

¢ Assign: Click on the Assign button and select the floor level(s) to be assigned to the user. For more
information, refer to “Floor Levels” on page 123. If two or more floor levels are assigned to a user,
access is granted as long as one of the defined floor levels is valid when the card is presented.

¢ Unassign: Select a floor level from the list and click on the Unassign button to revoke this floor
level for the user.

e Add: Allows to define a new floor level. Click on the Add & Assign button to add a new floor level.
Refer to "Adding a Floor Level” for more information.

¢ Properties: Allows to edit a floor level. Refer to “"Adding a Floor Level” on page 123 for more
information.

Work Tab

The Work tab allows to enter the user’s professional contact information.

]{ Home Y Events Y Email Y Notes

f Credentials Y Access Levels Y Floor Levels Y...' Work
~Work Information

P —

Company: | |
Title:
Street:
City:
State/Province:
ZIP/Postal Code:
Country:

Phone Number:
Mobile Number;
E-mail Address:
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Home Tab
The Home tab allows to enter the user’s personal contact information.
r Credentials \r Access Levels Y Floor Levels Y Work W

( -~ Home Y Events Y Email Y Notes 1

~Personal Information

Street: |
City:
State/Province:
ZIP/Postal Code:
Country:

Phone Number:
Mobile Number:

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.

MODIFYING A USER

Select a user from the list and click on the Properties button. See “Adding a User” for more information.

DELETING A USER

Select the user from the list and click the Delete button. A dialogue box will appear requesting confirmation.

@ Administrator and Installer users cannot be deleted.
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CARDS

Allows to define the details pertaining to the card. The card may be associated to a user directly from the Card
Properties window while defining the card or later from either the Card Properties or User Properties windows.

From the Dashboard tab, click on the Cards icon.

o Gars)
{24 ) [ Propets ].(uﬁu]fm.nmrq} [ RRVETD Mokie-Ra55 Rapert ) 1 Pt | ) { REVPID Molote-Pass St } { Cord Wumtwr Dstey } (7 )
HFHITHSTITION USER INSTALLER 0210513 000 gl o o ——
a RLESTER TR T4R0TE1RTRAL] USER ADSUNISTRATOR 303 1-05-T5 Do £ o | & Sypnchennoed
o Misbile-Pa55 IZABOMRMICRETITIE | USERINSTALLER 202105200000 o| o o Shemeanized
o PROGRAMMING | 194z305829005077 USER PROGEAMMING | 2027-05-20 00100 ol a =] SR —
- | 1/4
[+ begona
e
(D0 Card enrciiment rescer. | [ [.])

General Information
¢ Add: Allows you to add manually a new card in the ATRIUM system.
¢ Properties: It will open the “Card Properties” window of the selected card.
o Delete: Allows you to delete selected cards from the ATRIUM system.

e Batch Loading: Allows you to quickly add up to 500 sequentially numbered cards to the system.
See page 29 for details.

e KRYPTO Mobile-PASS Report: Creates a printable report on the Mobile-PASS credentials in the
ATRIUM system. Both Assigned and Pending Mobile-PASS credentials are identified in the report.
The report can also be exported in several common file formats.

¢ Print: Allows you to print a simplified or detailed report of the cards of the ATRIUM system.

e KRYPTO Mobile-PASS Status: Displays the number of KRYPTO Mobile-PASS assigned and pending
for the ATRIUM system.

e Card Number Display: Allows you to display card numbers in decimal, hexadecimal or both.

By default the following cards are defined:

¢ MASTER Card: This card is active, no expiration date, 26-bit format, and is assigned to
USER Administrator.

¢ PROGRAMMING Card: This card is active, no expiration date, 26-bit format, has the Programming
Card option enabled, and is assigned to USER PROGRAMMING.

/l\ A card set as a Programming Card cannot be used as an access card.
-
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ADDING A CARD
The card may be added either using the Add button or the “Card Enrollment mode”.

Cards may also be added sequentially using either an access card followed by a programming card or
the on-board MODE button; refer to the 2-Door Controller instruction manual for more information.
The access card must be assigned to a user having the option “Can Program Cards” selected; refer
to “User General Information” on page 17. The programming card must have Programmming Card
enabled; see “"Options Tab” on page 26.

From the Dashboard tab, click on Cards, and click on the Add button.

5& Card Properties
~General Information J/_; OptionsY Notesw
Display Name: | | ~Options X
(D Enabled ) (D Grants Access )
User‘.( ¥ | ]( Add ) (D Lost )
Activation Date:| 2020-07-01 00:00 E| (D Stolen )
Expiration Date:| None E| (D Programming Card - Card Enrollment Mode )
- Number
Double Swi
Format: (26—bit V] (D = )
. | || | r Lockdown Option
Number: Lockdown ( ')
Hex:| |

Save Cancel

General Information

o Display Name: Identifies the card throughout the ATRIUM software. We recommend using a name
that is representative of the card.

e Enabled: When selected, indicates that the card is active.

e User: Allows to assign this card to a user. You can leave this field empty allowing you to assign this
card to a user in the “Users” menu.

o Activation Date: Allows to enter the date the card becomes valid. Enter the year, month, day and
time of the day the card becomes valid or click on the calendar icon and select the date. The card
will become active at selected activation date and time.

o Expiration Date: Allows to enter the date the card expires. This is useful for personnel on contract
which would require an access for a specific period of time. Enter either the year, month, day and
time of the day the card expires or click on the calendar icon and select the date and time. The card
will expires at selected date and time. For permanent cards, do not select an expiration date.

Number

e Format: Choices are 26-bit, Mifare Classic or DESFire EV2, KRYPTO Mobile-PASS and many other
format available.

e Number and Hex: You will be able to find the card number displayed in the events once read by a
card reader. Depending on the format selected, the card number may contain a family code.
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number followed by the card number. The family number is always the first part of the number and
is usually followed by a colon (e.g. 123:45678). The card number is always the second part of the
number and is usually preceded by a colon (e.g. 123:45678). If you cannot locate the card number,
you can either use the Card Enrollment option (see “Card Enrollment” on page 29) or present

the card to any reader in the system and its family and card number will appear in the Instigator
column of the real-time Events window (refer to “"Events” on page 64). When you have located

the correct family and card numbers, type the family number in the first field and the card number
in the second field. Alternatively, enter the card number in hexadecimal in the Hex field. Entering
the Card Number in decimal format will affect the Card Number (HEX) field and vice versa.

Options Tab
¢ Grant Access: When selected, the card is used for access control.
e Lost: When selected, the card status becomes lost.

e Stolen: When selected, the card status become stolen.

without having to deactivate or remove the card from the database. As soon as you click Save, the

@ When the Lost and/or Stolen check box is selected, the card’s privileges are indefinitely revoked
card can no longer be used until its option status is changed.

e Programming Card (Card Enrollment Mode): When selected, allows to use this card to add
cards sequentially through a door reader; refer to the 2-Door Controller instruction manual for
the card enrollment procedure using the MASTER and PROGRAMMING cards. Each card added
will be assigned to a new user that will have the same access levels as the user assigned to the
Programming Card.

A A card set as a Programming Card cannot be used as an access card.

e Double Swipe: When selected, a double swipe of that card can override a "Door Unlock” schedule
or to arm/disarm an alarm system (see “Alarm integration” on page 109).

Lockdown Option

¢ Lockdown: Allows the assigned card the ability to start lockdown, stop lockdown, grant access
(maintain lockdown) or keep area secured (maintain lockdown).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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Select a card from the list and click on the Properties button. See “Adding a Card” on page 25 for more

information.

DELETING A CARD

To delete an existing card, select the card from the list and click on the Delete button. A dialogue box will

appear requesting confirmation.

ADDING A CARD FROM AN EVENT

A card may also be added from an Access Denied event. When an unregistered card is used the door will not

open and the system will record the event.

Locate the desired event with the unknown card and click the Add button.

40 Card Properties i
General Information 4 WT Motes \]
Display Mame: [#{1:24171] [15666] '(W

@ Enabled ) r(a' Grants Access )
Wser: { 'J_J-': Add ) (] Lost )
Activation Date:| 2018-09-11 00:00 |m @ Stolen )
Expiration Date:| Mo = ICD Programming Card - Card Enroliment Mode )

Mumber =
Farmat: ([ 26-hit i i (D L ]

MNumber: 1| 24171 Lockdown omuxm

e 15EEE wen iﬁ

The card number will fill out automatically. Then assign the card to an existing user with the drop-down menu

and click "Save”.

cdvigroup.com
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Or click "Add” to create and assign to a new user. The User Properties window will pop up. Fill out the fields in
red (first name and last name) then “"Assign” its access levels or create a new access level by clicking "Add”.
Click Save to record changes.

.
70 User Properties
r General Information MJ Access Lﬂ!ﬂSY EW-"'SY Emailw
First Mame: | ~Access Levels
Last M : [ [ i [ j
st Name: Unassign Add Praperties

€ — i = e 1 P —
H

Activation:| 2021-05-25 00:00

Expiration:| None

Finally click Save in the Card Properties window to finalize the assignment of the new card.
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CARD BATCH LOADING

This convenient option is used to quickly add up to 500 sequentially numbered cards to the system. This feature
is compatible with 125KHz proximity access cards but is unavailable for DESFire credentials.

The cards can be:
e Assigned to Users at a later time (Create Unassigned Cards)
e Assigned to a new User for each card (Create 1 User per Card)

e Assigned to a single existing User (Assign Cards to Existing User)

An unassigned card will not be granted access to any door. Door access rights are given to Users, not

O An “unassigned card” is a card that has NOT been “issued” or “assigned” to a User (card holder).
cards.

.g& Batch Loading Properties —
~General Infermation —
Activation Diate:| 2018-07-31 11:48 L
Expiration Date:| 1 =

Cluantity: 15
Family,/Facility,/Site number 1 =

First numiser: 1 +
Frsmmat: u
~ Options

(@  Create unassigned carge )
I:- Create 1 User per card }

I:- Assign cands to existing User }
Additlonal Infoermation

Acoess Levels | [

L'su:nl: [
[ Create I Cancel i

L

General Information
¢ Activation Date: Enter the activation date for the cards you will create.
o Expiration Date: If needed, enter an expiration date for the cards you will create.
¢ Quantity: Enter the number of cards to create (maximum 500).

¢ Family/Facility/Site Number: Enter the facility number (family code) for all the cards to create
(ex: Wiegand 26-bit will be from 001 to 256).

e First Number: Enter the starting number of your card sequence.
(ex: Wiegand 26-bit will be from 00001 to 65536)

¢ Format: Select the card format (26-bit, 30-bit, 44-bit or Track 2).
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Options

%

¢ Create Unassigned Cards: When selected, this option will create unassigned cards only. The cards
will appear in the “Cards” menu but are not assigned to a user. When a new user (card holder) is
added to the ATRIUM database, simply click the “Assign” button in the “Credentials” tab to select an
unassigned card from a list to assign it to the User.

e Create 1 user per Card: When selected, this option will create one user per card. You can also
assign an access level for all users that will be created. See the “Extra Information” section (shown
below) to automatically attribute an access level to the created users. Each new user will be named
according to the facility number and card number.

¢ Assign Cards to Existing User: When selected, the created cards will be assigned to the same
user. See “Extra Information” to select the user.

A detailed report will be displayed at the end of the batch load process only if one or more cards to be
added already exist in the system.

Additional Information

e Access Levels: Select the access level to which all created users will be assigned. This option is
only available when “Create 1 user per card” option is selected.

¢ User: Select the user to which all created cards will be assigned. This option is only available when
“Assign Cards to Existing User” option is selected.

CARD ENROLLMENT

This option allows to add one or multiples cards sequentially through the selected door reader.

To use the card enrollment feature:

%

1.Select the “Listen for New Cards on Reader” check box to enable this feature.
2.Select a card reader from the list.

3.Present, one by one, the new cards to be added to the system.

4.For each card presented, a card properties window pops up.

5.For each card, set its name and configure the other parameters as required. See “Adding a Card” on
page 25 for more information. Each added card has the following settings by default:

e Enabled

¢ Not assigned

e No expiry date

e Card number and format automatically set

6.Click on Save to complete the addition of the card.

The card enrollment mode ends when no new card is presented for 5 minutes or when the “Listen for
New Cards on Reader” check box is cleared.
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HOLIDAYS

Holidays define which days in a year are considered as exception. Holidays can be included or excluded from a
schedule (refer to “Holidays Tab” on page 37). The holiday is defined by selecting both the start date and time,
then the duration. The holiday can be configured to repeat every year. The holiday can be configured to be the
same day of the week based on the week the holiday occurs (for example, the first Monday of September).

From the Dashboard tab, click on the Holidays icon. From this page, holidays may be added, edited and
deleted.

Holidays

(Add ) ( Properties ) ( Delete ) ( Print I ] (F:'.-:'j )

Enabled | Display Name | ID | Date Start Time | Duration | Synchronization State
] Mew Year 1 | Occurs on 2011-01-01, repeats every year. | 00:00 01:00:00 | Synchronized
] Christmas 2 | Occurs on 2010-12-25, repeats every year. | 00:00 01:00:00 | Synchronized

By default the following holidays are defined:

e New Year

i

g:g\ Holiday Properties

(m Enabled ) Notes |

 General Information ~ Motes

Display Mame: |MNew Year

 Holiday Properties

(. Day: :I | 1 H of
(F'st )(Sun:la}- )(Jamar_-,- )
B

Start Time:| 00:00
Duration (DD:HH:MMK) | 1.00:00 €]

( Dccurson‘l’ear]| 2011 [=

Ccours on 2011-01-01, repeats every year,

¢ Christmas
gfé\ Holiday Properties =
(& Enabled ) Notes |
r General Information ~ Notes

Displa}'Name:|Christmas| |

~Holiday Properties

(e Day )| 5 H of

(F-:--'t-' )(Sun:la'_—,- )(Decen':-er )

Start Time:| 00:00 ]

Duration (DD:HH:MM) | 1.00:00 @&
( Oceurs on Year ) | 2010 |+

®  Occurs Yearly

Cceurs on 2010-12-25, repeats every year.
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ADDING A HOLIDAY
From the Dashboard tab, click on the Holiday icon and click on the Add button.

g& Holiday Properties =
W Enabled [ Notes |
- General Information ~ Notes
Display Mame: |

- Holiday Properties

(e Dy )| [ of

Start Time: | 00:00 L
Duration (DC:HH:MM) | 1.00:00 &)

71
)7

P i Fs

( Ocecurs on Year )

®  Occurs Yearly

Oceurs on 2021-05-25, repeats every year.

General Information
+ Enabled: When selected, activates the usage of the holiday.

* Display Name: Identifies the holiday throughout the ATRIUM software. We recommend using a
name that is representative of the holiday.

e Day: Enter the date of the holiday (day and month)

* Relative Day: Enable “Relative Day” if the holiday occurs always the same day of the week.
Select the day of the week the holiday occurs. The date entered in the Date field will be used to
automatically adjust the holiday date based on which day the holiday occurs. For example if the
holiday occurs on the third Monday of May, the date will be adjusted to respect these criteria.

e Start Time: Enter the time the holiday starts (hh:mm).
e Duration (dd:hh:mm): Enter the duration of the holiday (dd:hh:mm).
e Occurs on Year: When selected, the holiday will be effective in the year specifically chosen.

¢ Occurs Yearly: When selected, repeats the holiday every year.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A HOLIDAY
Select a holiday from the list and click on the Properties button. See “Adding a Holiday” on page 32 for
more information.

DELETING A HOLIDAY
To delete an existing holiday, select the holiday from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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SCHEDULES

A schedule can be used to unlock doors, control access to areas, and much more. Schedules play an important
role in the operation of many ATRIUM functions and are widely used throughout the software (see “Where
Schedules Can be Used” below). A schedule is made up of time periods which determine when that schedule
will be valid. Each period in a schedule specifies the days and times the schedule will be valid.

From the Dashboard tab, click on the Schedules icon. From this page, schedules may be added, edited, and

deleted.
. Schedules |
- —
(aaa ) ( properes ) ( veete ) (b [ =) (s )
| Enabled | Display Name I | intervals
¥, Schedule Never 1
Schedule Always 2 | Saturday 1, frowm Q0200000 to O0:00400;
Schedule Programming | 3 | Saturday 1, from 00200000 to 00:00:00; Sunday 1. from 00:00:00 to 00:00:00; Monday 1, from O0:200:00 to 00:00600; Tuesday 1.

By default several schedules are defined. The Never and Always schedules cannot be modified or deleted.

e Always: This schedule is valid 24 hours a day, 365 days per year including any programmed
holidays.

e Never: This schedule is invalid at all times.

The other pre-defined schedules are not described here. Use the Properties button to see the
parameters of each schedule and to adapt the schedule to your own needs if required.

Where Schedules Can be Used

USED IN AFFECTS REFER TO
Access Levels Areas access “Access Levels” on page 42
Door Unlock Schedule “Schedule” on page 49
Door
REX Unlock Schedule “Unlock Options” on page 49
Macro Macro Schedule “Macros” on page 92
Elevator Integration Floor Schedule “Public Access” on page 105
Relays Relay Schedule “Relays” on page 55
Emails Email Notification Schedule “Emails” on page 102
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ADDING A SCHEDULE
From the Dashboard tab, click on the Schedules icon and then on the Add button.

. Schedule Properties ]

Gemeral Information
Diyplay Name:|

&

Star? Date: J018-08-12

19 August 2078 - T ABGUSL 2018 | =+ = e

{28 Tuesday |23 Wedmesday |23 Thursday |24 Friday |25 Satrday

wois Lenigth [days): T =

Lul b

Lk
pxL
w0g

LLur

Couble-dick calendar grid to add a time period.

Zoam :
|: I i Ga o Saart Date J

Seve ) Cameel } |

General Information

o Display Name: Identifies the schedule throughout the ATRIUM software. We recommend using a
name that is representative of the schedule.

o Enabled: When selected, activates the schedule.

o Start Date: Enter an initiating date for this schedule (yyyy:mm:dd) or select a date using the
calendar icon next to the Start Date field. The schedule starts at the date specified.

¢ Cycle Length (days): The schedule is repeated after the number of days specified. The Schedule
tab displays up to 7 days at once. If the schedule is based on more than 7 days, use the right/left
scrolling arrows located at the top right of the window to access the other days.
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Schedule Tab
The schedule tab allows to set the time period(s) per day.

J".- Schedule |  Halidays | hNotes |

Misek||  Month | 19 August 2018 - 19 August 2018 | + || = || ¢ |

|19 Sunday 20 Monday 21 Tuesday |22 Wednesday 23 Thursday 24 Friclay 25 Saiurday
000

8:00

Double-click calendar grid to add a time period.
Zoam
[,:_I :.| { Go to Start Date }

Week button: Displays a week-based view.

Month button: Displays a month-based view.

Zoom '+ and “'-"' buttons: Increase and decrease the calendar grid granularity. The granularity
goes from 5 minute to 1 hour increments. The Zoom buttons are only available in the Week view.

Go to Start Date: Brings the display to the start of the schedule.

To add a time period:
1.Double-click the corresponding day in the calendar grid to add a new time period.
2.Extend the created period to the desired starting and ending times.

3.Proceed with steps 1 and 2 to add additional time periods the same day or to other days.

To delete a time period:
¢ Click on the desired time period and click on X to delete the time period.
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Holidays Tab

Allows to include or exclude holidays to/from the schedule. A schedule with an included holiday will remain
valid. A schedule with an excluded holiday will become invalid for the duration of the holiday.

d Holidays must be defined first, refer to “Holidays” for more information.

[ x

- Included Holidays (add to schedule)

1000

Included Holidays and Excluded Holidays

An included holiday adds the holiday period to the regular schedule while an excluded holiday removes the
holiday period from the regular schedule.

e Assign: Select the holidays that should be included/excluded in/from the current schedule and click
on Assign.

¢ Unassign: Select the holiday that should be removed from the list of included/excluded and click
on Unassign.

@ The choice of including and excluding a specific holiday must be exclusive (not both).

¢ Add: Allows to define and add a new holiday. Click on the Add button to add a new holiday. Refer
to “"Adding a Holiday” on page 32 for more information.

¢ Properties: Allows to edit a holiday. Select a holiday from the list and click on Properties. Refer to
“Adding a Holiday” on page 32 for more information.
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

MODIFYING A SCHEDULE

Select a schedule from the list and click on the Properties button. See “Adding a Schedule” on page 35 for
more information.

DELETING A SCHEDULE

To delete an existing schedule, select the schedule from the list and click on the Delete button. A dialogue box
will appear requesting confirmation.
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AREAS

Programming areas determines the different access rooms that will be controlled by the ATRIUM system. Once
defined, an area can be assigned to an access level which can be assigned to one or more users/card holders.

Area are an important concept in the ATRIUM system. Instead of giving access to doors, ATRIUM gives access
to areas. Thus, if a user has access to an area, it will be possible for him to access the area using any door that
directly gives access to that area. This avoids having to configure the access for each door individually for this
user.

The ATRIUM Access Control System differs from all Example of Areas
the other access control system on the market
today. The existing access control system
determines access levels based on a door to
door basis while ATRIUM determines access
levels based on areas delimited by doors. This
new method greatly simplifies the programming
of the system. Since an area (room) can consist 02 - President’s
of many doors, with ATRIUM, you only need to Office
tell the system that a group of user has access
to this room (area) or not and not which door
of this room. In some installations, some rooms
can have 10 or more access points (doors).

With ATRIUM, as soon as you tell the system
that a group of user (access levels) have access
to this room, all the door leading to this room
are added. This is also a great innovation when
adding a new door between two rooms (areas).
Since you have already defined the access levels
based on areas (rooms), when you add a new
door between two existing areas, you do not
need to modify any of the access levels. The
programming is already done, no need to add
this door to the access level. Adding a door thus
becomes very simple and very efficient.

The ATRIUM system then decides to grant
access, or not, to a door only if the destination
room (area) is accessible to this user (defined

in his access level) within the defined access
schedule (also defined in the access level). This
principle is similar to crossing borders between
countries. The country decides if you are allowed
to enter insides its borders or not; the same applies to the ATRIUM access control system which decides if you
are allowed to enter in the room (area) or not based on access levels, access schedules and other conditions.

Cafeteria

New door between
Production and Shipping
areas

06 - Server Room i

From the Dashboard tab, click on the Areas tab. From this page, areas may be added, edited, and deleted.

. Areas

( Properties ) ( Delete ) (ﬁ Show Staius) ( Arm ) ( Disarm ) (Fe'nd ) Show All+

By default one Area per door is defined.
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ADDING AN AREA

From the Hardware tab, click on the System Overview icon. Under the master controller menu list, select
Areas then click on the Add button.

I& Area Properties |
General Information J |mggnﬂnnT E-n:nhT- ND‘II:I\I
[ Display Ndfrlr_'i[ ] ~ Alarm
- Anti-Pasthack I (IJ cnabicd )
@ Zilil ) Armed Status input:( |2
Schadule:{ )
sehecule:l,_ I o Alarm Status Ir||.1ul:( I :
{Ej Anti-Paschack Delay (mintes) ) 115 ( I ™
e {\. —— - :I System Control Output: rl
Output Type: (Momentar D,
{D Heset Time: ) Bee thre:
r Lockdown
@ Enabled )

Save { Cancel |.

General Information

o Display Name: Identifies the area throughout the ATRIUM software. We recommend using a name
that is representative of the area.

Anti-Passback

You can use anti-passback to closely monitor the movements of users and prevent any tailgating. Tailgating occurs
when a user does not use a card at the reader and enters through the door opened by another user who has
already used their card. To use this feature, each door of the selected area must have readers on each side. When
a user present is card to an “Entry reader”, the system labels the user as in. The next time the user present is card,
it must be presented to an “Exit reader”, in which case user will be labeled as out. Two subsequent Entries or two
subsequent Exits will cause the system to generate the appropriate Access Denied - Anti-passback violation event.

* Enabled: When selected, indicates that the anti-passback is active.
¢ Schedule: Select the period of time at which anti-passback will be operational.

o Anti-passback delay (minutes): Anti-passback delay prevents user from entering the same area
twice during a set time duration. This is useful where there is an exit button or turnstile and no
“Exit reader”. It would prevent a user being able to enter an area and hand their card immediately
to a friend or colleague to also gain entry.

e Type: There are two anti-passback mode, soft and hard. The soft mode will generate an event and
access will be granted, while hard mode will generate an event but the access will be denied.

¢ Reset Time: The reset time is the time at which the anti-passback of the selected area will be reset
and each user that are within the sector will be given to unknown.

o Lockdown: When selected, indicates lockdown will be enabled for the area
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Integration Tab

These settings are for the intrusion integration feature and allows each card readers or keypads associated
within the area, to arm and/or disarm an intrusion alarm panel.

These setting will apply only if the “Intrusion (Alarm) Integration” feature has been enabled.
Refer to page 116 on how to activate this feature.

e Enabled: Check to activate this area to arm and disarm the intrusion alarm panel.
e Arm Status Input: Select the input that will be used to monitored the “"Arm Status”
¢ Alarm Status Input:: Select the input that will be used to monitored the “Alarm Status”

¢ System Control Output: Select the relay output that will be used to arm or disarm the intrusion
alarm panel.

e Output Type: Select the relay output type. Typically, momentary output is used for key switch
arming input (Refer to the intrusion alarm panel manual for output options).

e Pulse Time: Enter the relay output pulse delay (in second) that you need for the keyswitch arming
input. Typically, 1 second.

Events Tab

The Events tab lists in real-time the selected area events. Refer to “"Events” on page 64 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN AREA

Select an area from the list and click on the Properties button. See "Adding an Area” on page 40 for more
information.

DELETING AN AREA

To delete an existing area, select the area from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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ACCESS LEVELS

Access levels determine which areas in the building a user will have access to and during which schedules. This
is done by enabling the access level and then assigning a schedule to each area.

In order to define access levels, make sure that the schedules and areas are well defined. By default,
there are two schedules defined, always and never, and one area per door is defined.

From the Dashboard tab, click on the Access Levels icon. From this page, access levels may be added, edited,
and deleted.

. Access Levels
[ Add i (Praperties) (Delete) [ Report Ii [ Find

) Access Level Always
|

()

Synchronized

w

Access Level Programming Synchronized

By default the following access levels are defined:

e Access Level Always: This access level has the Schedule Always assigned to all areas meaning
that the access is valid 24 hours a day, 365 days per year including any programmed Holidays. This
access level cannot be modified or deleted.

e Access Level Programming: This access level has the Learning Mode schedule assigned to all
areas meaning that the access is by default valid 24 hours a day, 365 days per year including any
programmed Holidays. This can be modified.

ADDING AN ACCESS LEVEL

From the Dashboard tab, click on the Access Levels tab and click on the Add button.

Access Level Properties
& I bndi 4 o Amsas Motes
Disglay Name J A choecknc s st e sssocietad schackie wil bs adkled £ e mociss evel one ek on Sewes
(7] Enabled ) ( Lide Areas ) appty same schecule to all crecked aveas | ([ B
s 3 aeety M0 seesam J (T uneseman )
Madute: 00-00-53-59

Frank ([ Schedule Never TI_I. o
o e ()

cdvigroup.com



/i AT RIUM

F : Software
f -' Version 6.0

General Information

o Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

e Enabled: When selected, activates the access level.
o Hide/Show Areas: Click to show or hide areas.

Areas Tab

Assign a schedule to each area (doors) to determine which areas in the system a user, having this access
level, will have access to and during which periods. As for example, production employees will have access to
their department between 9 a.m. and 5 p.m. from Monday to Friday. But will not have access to research and
development, marketing or all other departments. An access level can be used for a group of users.

@ Areas (page 39) and Schedules (page 34) must be defined before creating access levels.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN ACCESS LEVEL

Select an access level from the list and click on the Properties button. See “Adding an Access Level” on page
42 for more information.

DELETING AN ACCESS LEVEL

To delete an existing access level, select the access level from the list and click on the Delete button. A
dialogue box will appear requesting confirmation. The Access Level Always cannot be deleted.
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ACCESS LEVELS GROUPS

Access levels groups determine which access levels a user with “Operator” rights will have access to create
users and cards. This is done by creating a group of access levels.

/I\ In order to define access level groups, you must first create access Levels.
-

From the Dashboard tab, click on the Access Level Groups icon. From this page, access level groups may be

added, edited, and deleted.
3 r, — - - Py
@@ = § 8 RKE=h G

s =

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relays Inputs OQutputs || Cabs Floors Floor Levels || Co
Credentials Access Configuration Caontrol Cabs | L
(; Access Level Groupsw
( Add i (Properties) (Delete) (F:'.'?a' )
M Access Level Group Default | 1 Synchronized
ADDING AN ACCESS LEVEL GROUP
From the Dashboard tab, click on the Access Level Groups tab and click on the Add button.
ﬁ Access Level Group Properties ]
General Infarmation 2 MIJI'HT Hmu-‘]
[ Dasplay Narm:'.” | A Level
{ Assign i Unassign ) [ Add il: Properties )
1000
s
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General Information

* Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

Access Levels Tab

Assign access levels to which the operator will have access to create users and cards.

@ Access levels (page 42) must be defined first.

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 42. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

¢ Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

¢ Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to "Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 42 for
more information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN ACCESS LEVEL GROUP

Select an access level group from the list and click on the Properties button. See “Adding an Access Level
Group” on page 44 for more information.

DELETING AN ACCESS LEVEL GROUP

To delete an existing access level group, select the access level group from the list and click on the Delete
button. A dialogue box will appear requesting confirmation.
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DOORS

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate,
and wireless or wired door handles. To control entry and exit through an access point (door), a reader and/or
keypad can be used on both sides of the door.

The use of door contacts on all controlled doors is recommended, as they greatly improve the level of security
provided by an access control system. Many of the door’s programmable options can only be used if a door
contact is installed.

Each 2-Door controller supports two readers and up to four 2-Door Expansion Modules, which provide an
additional 2 doors each. Therefore, each controller can monitor the state of up to 10 doors.

From the Dashboard tab, click on the Doors icon. All Atrium controller, subcontroller and expander doors are
listed here. Use the Legend to quickly identify the door status.

To access doors per controller, subcontroller or expander, refer to "System Overview” on page 69.

F Alram - Manual - jw] =
A | Dashiroard | Hardwaee  Advanced Configueation  Accounts

2ah Fit $ 8 ENEHomE = 8 OB &

Users Cards || Holclays Schecules Aress Acoess Levess | Access Level Geoups | Doors - Relns - Inpiss Outputs | Cas Floors  Floor Levels {1 Configuation || Events  Repons Englishi
1 .+ Doors |

( properves W Grane access | Y orsawne access | YO0 Aapon. [} runs N ETTD

A2-20-1F-TT: Doce 1 A2-20-1F-T1 ,j Door Lock 01 | Door 01 Contact Facier 1

| = 1 = [ ] @ |
| B | A2-20-1F-TT-Doce 02 |2 | AZ-20-1F-T7 1] = B | Doocied02 | Door 02 Contsct Fessder 02 B ol
B | A2-20-1F-DE Door 01 | T | AZ-20-1F-DE j = & Door 01 Lock | Deor 01 Contact FRader 01 O O
B | A2-20-17-DEDoce 02 | 2. | A2-20-1F-DE ] = £} |Dooroziock | Door 02 Contact Fessder 02 0 |
B | A2-20-23-D8:Door 01 [ 1 | AZ-20-23-D5 A = B | oooriocko | Door ot Contact Feader 01 O &
B | A2-20-23-D5:Door02 | 2 | A2-20-23-D5 ,_i = | ] | Doorlomk02 | Door 02 Contsct Reader 02 o 0
&
= Legend
.J Events
(v Derote ) Evern Fepon J (B Ao [[O) (8 Seouiy [[0) (8 Aerms [[@) (& tovtles [[O) (& Lociiown [[O) (& osen [[O)
SONE-0T-34 133550 | User login - ATRIUM softears | Uiser Login Usar: USER INSTALLER
2018-07-24 13:28:50 | ATRIUM PC Server Logged Iri | Usér Login
SEE-07-24 13:15:24 | User login - ATRIUM software | User Login Ligaer; USER INSTALLER
2018-07-24 13:15:24 | ATRIUM PC Server Logaed [n | User Logi
|07 -24 11:13:21 | User fogim = ATRIUS softwars Usar Login Liser; USER INSTALLER
| 2018-07-24 11:13:16 | ATRIUM PC Server Logged In | Ussr Login
2018-07-34 11:08:53 | User login - ATRILM softaars | User Login Usar USER INSTALLER
201E-07-24 11:08:53 | ATRIUM PC Server Looaed in | Lsar Login
[+ Hargwase Alerts Y+ somerw e ) @ Oniine (o)
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NAME DESCRIPTION
| Closed Indicates that the door is closed.
f. Open Indicates that the door is opened.
Indicates that the door has been opened for too long. This state
. Pre-Alarm lasts until either the door is closed, returning its status to Closed,

or the Open Too Long alarm expires, changing the door’s status to
In Alarm/Forced.

In Alarm/Forced

Indicates that the door is forced open or was left opened too long.

Lock Status

Locked

Indicates that the door is locked following its programmed
parameters.

Locked by Operator

Indicates that the door has been manually locked by the operator.

Unlocked

Indicates the door is unlocked following its programmed
parameters.

Unlocked by Operator

Indicates that the door is manually unlocked by the operator.

Unlocked for Access

Indicates that the door is unlocked following a valid access event.

Access Status

Access Disabled

Access to the door has been manually de-activated by the operator.

0P 2@ @ |

Access Enabled

Access to the door is allowed following its programmed parameters.

Indicates that the ATRIUM software is not able to retrieve the

i
tﬁ Trouble status of an expander’s door contact because the module is
probably turned off.
Indicates that either the module is not synchronized or the module
'? Unknown has an older firmware version that is not compatible with the

ATRIUM software.
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MODIFYING A DOOR

From the Dashboard tab, click on the Doors icon, then select a door in the list and click on the Properties
button. Configureable options in the Door Properties are listed below.

e |
Door Properties 00-00-58-58: Controller (Front & Back Door)
General Information [ Configuration | Events | Notes |
Digplay Namne: |Front Dooe
Side A Side B
{ CopyHame o 21 } (B Enabled i) L3 A
I “ris] G
Unlegk Sehedule:  ( Schedule Never =J.) BN i}
. . Conbact ingut
{@ Urdacks on Frst Acomse/Forst Man bn gt * Gpomss ~1)
= REX:
°
Resden
Chlﬁ-ﬁl-ﬂ%i = ‘i
Lock
i From 00050581 | _ )
e
R e et P—— el |

Basic and Advanced View
General Information

+ Display Name: Identifies the door throughout the ATRIUM software. We recommend using a name

that is representative of the door.

¢ Copy Name to All: Automatically copies the "Door Display” name to the door components

(Contact, Rex, Reader & Lock)

e Enabled: When selected, activates the usage of this door.

Schedule

¢ Unlock Schedule: Select the schedule during which the door will automatically unlock. For
example, you may want a door to remain unlocked from 9 a.m. to 5 p.m. Monday to Friday. To do

so, create the appropriate schedule and select it from the Unlock Schedule drop-down list. Refer to

“Schedules” on page 34 for more information.
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¢ Unlocks on First Access/First Man In: Select the Unlocks on First Access/First Man In check box
to prevent the door from unlocking automatically until the first user with valid access presents his
card at the door.

Advanced View Only

. e S
g,@; Door Properties AA-00-30-8B: A22K [2-Door Controller] —
 General Information ‘/J Configuration Y E\renis\( Nntesw
Display Name: | Entrance #2 . . " .
Side A LIRS Side B
( Copy Name to All ] (D Enabled ) e T e
“Schedul ( 1. ipid ((Entrance #2 (an-00-30-5v [..)
Unlzck Schedule: (Schedule Mever = | ) by
l | Contact Input:
(l:l Unlocks on First Access/First Man In ) -l- ( Entrance #2 (AA-00-30-88-3)~ I )
Opti
(D Relocks On Door Open )
q ) REX: B REX:
m} Relocks On Door Cl
S ( 1. o ((Entrance #2 (an-00-30-5v [..)
(l:l Can Be Left Open )
Reader: Reader:
(l:l Double Swipe ) i gk
(Entrance #2 (81-00-25-E | .. ) [ -[.)
(L-J Lackdown Enabled ) Inside Push Button:
r Update User Location On... ( o | )
(. Access Granted ) Deadbolt:
( Door Open ) h Lock: ( ol | )
~Timing ((Entrance #2 (4A-00-30-88-2)~ | .. )
Unlock Time (seconds) ol |
Extended Unlock (seconds Camera Events: 04 }.0 Camera Events:
Open Too Long Pre-Alarm (seconds): - No camera event selected @ Mo camera event selected @
Open Too Long Alarm (seconds): | 15 H (I:I Decrement Counter ) (I:I Decrement Counter ]
~Access Mode rUnlock Options r Unlock Opti
(Apartment ,) (EI User Card | O .. and PIN (EI User Card | O ... and PIN

7] Apartment

PIN Schedule: (Schedule Never A | : PIN Schedule: (Schedule Newver v |

Iy i (E Keypad code (EI Keypad code

)

-)

)

Ervacy) (o REX  |#& . evenlfDoorOpen )
-)

)

)

REX Schedule: (Schedule Newver = | - REX Schedule: (Schedule Always = |

(o Interlock On This Side (o Interlock On This Side

)

=)

)

(= REX |0 .evenlfDoorOpen )
-)

)

)

(l:l Two Man Rule (chaperone) (l:l Two Man Rule (chaperone)

m Save Cancel

cdvigroup.com | 49



“
ATRIUM A\

Software
Version 6.0 4

Options

¢ Relocks on Door Open: Select the Relocks On Door Open check box to relock the door as soon
as it opens. When the check box is cleared, the system relocks the door when the unlock time has
elapsed (see Unlock Time).

¢ Relocks on Door Close: Select the Relocks On Door Close check box to relock the door as soon as
the door closes.

e Can be Left Open: Select the Can be Left Open check box to allow a door to stay open without
generating a door open too long alarm.

e Double Swipe: Select the Dual Badge check box to relock the door during its unlock time
(including on an unlock schedule) or to arm a burglar alarm system (see page 116 for alarm
integration). The “Unlock on First Access/First Man In” option must be activated for “Dual Badge” to
function.

e Lockdown Enabled: When selected, the lockdown feature will be enabled for the door.

Update User Location On...

e Access Granted: Select the Access Granted check box to update the user’s location upon an access
granted.

e Door Open: Select the Door Open (Contact) check box to update the user’s location upon a door
opening. To use this option, a door contact must be installed on the selected door.

Timing
¢ Unlock Time (seconds): Enter a value between 1 and 254 seconds (Default: 5 seconds).

Represents the amount of time the door will remain unlocked when an access granted or unlock
event is generated at the door.

 Extended Unlock (seconds): When a user is granted access, the controller will unlock the door
for the period defined by the Unlock Time. However, if the user has been programmed with the
extended time allowed (see Allow Extended Time on page 18), the controller will unlock the door
for the duration of the Unlock Time in addition to the value programmed in the Extended Time. In
the Extended access text field, type a value between 1 and 254 seconds (Default: 15 seconds). This
option is particularly useful for individuals that may require more time to access the door.

e Open Too Long Pre-Alarm (seconds): Before generating an Open too long event, the controller
can be programmed to generate a pre-alarm as a warning of the upcoming alarm. Enter a value
between 1 and 254 seconds (Default: 45 seconds) that represents the amount of time a door can
remain open after an access granted or door unlock event before generating a door left open event.

e Open Too Long Alarm (seconds): Enter a value between 1 and 254 seconds (Default: 15
seconds) that added with the Open Too Long Pre-Alarm value represents the amount of time a door
can remain open after an Access Granted or Door Unlock event before generating a Door Open Too
Long event (see example on page 49).
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After 60 seconds, the

Door is opened after 45 seconds door has never closed
—— —— ——|
— o — 0 — of
| | |

| | | | || L
0 sec. 45 sec. 60 sec.
Generate Generate Generate
“Door Unlocked for Acces” “Door Pre-Alarm” “Door Alarm”
event event event
Open Too Long Pre-Alarm Time Open Too Long Alarm Time
(45 seconds) (15 seconds)
Pulse Beep Steady Beep
Starts Here Starts Here

Access Mode

Access Modes provide additional ways to secure access when using wireless and wired electronic door handles.
Classroom mode does not require an electronic door handle.

%

The Interior Push Button (IPB) and door handle allow egress in any of these door modes.

e Normal: This is the default access mode. The door is always locked and can be unlocked by a valid
credential for the duration of its unlock time (five seconds by default).

e Classroom/Store Room: A valid credential presented to the outside reader toggles the lock status

to locked or unlocked.

e Privacy: Pressing the Inside Push Button (IPB) disables credential access. Opening the door or

pressing the IPB a second time enables credential access.

e Apartment: The Interior Push Button (IPB) toggles the lock status to locked or unlocked. Opening
the door toggles the door status to unlocked. While unlocked, the door can be locked again by
closing the door first, then pressing the IPB or by presenting a valid credential to the outside reader.

Access with a valid credential is always allowed.
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Configuration Tab - Side A and Side B

Allows to define the options for devices on both sides of the door: Side A and Side B.

Area: Select the area from the list for each side of the door. Leave the field empty if the side of the
door is outside the building.

Contact Input: Select the door’s contact from the list.

REX: If there is a REX associated with this side of the door, select the REX from the list, otherwise
leave the field empty.

Reader: If there is a reader associated with this side of the door, select the door from the list,
otherwise leave the field empty.

Inside Push Button (IPB): Select the input being used for your IPB here.
Deadbolt: Select the input being used to monitor the deadbolt here. If the input is selected, the
outside reader will be disabled when the deadbolt is locked. When the deadbolt is unlocked, the

outside reader is enabled.

is either in Classroom / Store Room, Privacy or in Apartment mode. See page 51 for the different

E The «Inside Push Button (IPB)>» and «Deabolt>» features only appear when the Access Mode
descriptions of Access Mode.

Lock: Select the door’s lock from the list.
Camera: Select the door’s camera from the list.
Camera Events: Select the camera event(s) from the list to be recorded.

Decrement Counter: When selected, the door will count down the uses of a card or PIN.
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Unlock Options

e Card: When selected, allows to use a card to access this door. Used when a reader is installed at
the door

¢ ... and PIN: When selected, specifies that the user, after presenting his card, has to enter a PIN
(Personal Identification Number) on the door keypad to access this door. Refer to “Keypad Code” on
page 19 for more information. Used when both a reader and a keypad are installed for this door.

¢ PIN Schedule: Allows to select the schedule that will specify when the PIN can be used.

o Keypad Code: When selected, allows to use a PIN (Personal Identification Number) to access this
door. Refer to “"Keypad Code” on page 19 for more information. Used when a keypad is installed.

e REX: When selected, unlocks the door when the controller receives a valid Request for Exit (the
door must be closed and locked when the option “... even if Door Open” is not selected).

¢ ... even if Door Open: When selected, unlocks the door regardless of its current status (i.e. Door
forced, Door open too long, etc.) when receiving a valid request for exit (REX).

o REX Schedule: Allows to select the schedule that will specify when the REX can be used.

¢ Interlock On This Side: When selected, it activate interlock mode. This feature allows you to
set up the doors, within the same area, for use with Interlock (Mantrap) applications. A “mantrap”
consists of two or many doors, each controlled by a card reader and/or keypad. When one of the
doors is open or unlock, it is impossible to open the other door until all interlock doors are closed.
An input is required if the door will be used in a “mantrap” configuration.

e Two Man Rule (chaperone): When selected, two different users will have to present their cards
one after the other, within 10 secondes, to unlock the door.

Events Tab

The Events tab lists in real-time the events associated to this door. Refer to Events on page 64 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

cdvigroup.com 53



ﬂ
ATRIUM A

Software :
Version 6.0 > Eﬁ'

The following buttons change the state of a door. These changes override the normal scheduled state.
To cancel the override command, click on the Reset button.

DOOR CONTROL BUTTON

The following button allows to manually control the access to this door.

Reset F 3 Doors ]

Cancel.s the operatorsf override door control, ( Trimie ) ( Grant Access H} ( Dicable Access | )
returning the door to its current scheduled state. e

Active | Display| ( Recet ) erial # St.aftus Lock Status
g [00-00-0 OF ﬁ
Lock ( Lock ) -
@ |00-00-0 OF 7 B]
Manually locks the selected door if it was unlocked o000 ( Unlock )3? — -
either on schedule, manually or by an operator. & - ) E]
i (00000 ( GrantAccess )BT | () 2

Unlock Ii Grant Extended Access

g|1/8
Manually unlocks the selected door, overriding its

scheduled state. The door will remain unlocked permanently. Use the reset button to enable schedule settings.

Grant Access

Manually unlocks the selected door temporarily for the period specified by the door’s Unlock Time.

Grant Extended Access

Manually unlocks the selected door for the period corresponding to the addition of the door’s Unlock Time and
Extended Timeperiods.

DOOR ACCESS BUTTON

Allows to manually activate or deactivate the access to this door.

Disable Access

Manually revokes the access to this door b
Y 4 ~ Doors

disabling its readers and REX devices.
( Properties ) ( Grant Access H -) ( Disable Access NL}

Enable Access Active | Display Name 1D | Mol Lock Status |
Manually returns the door to its programmed ' |00-00-04-0F: Door01(1 | 00-( E'
parameters. i |00-00-04-OF: Door02|2 |00-d B'

A 00-00-04-0F: Door 03 (3 | 00-00-05-37 { , | E’

A 00-00-04-0F: Door 04 (4 | 00-00-05-37 . E’
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RELAYS

Typically, relays are used to activate alarm sounders or other devices such as lighting control units and air
conditioners. Relays are controlled using macros. For example, a relay can be activated by a macro when the
trigger event occurs whithin the schedule (refer to “Macros” on page 92).

The controller includes two relay outputs.

From the Dashboard tab, click on the Relays icon. From this page, relays may be edited, manual control may
be applied and live status may be displayed.

| Relays
( Properties ) (Actiuate ) ( Reset ) ([] Show Status ) (.'-_:'_".g' ) [ Show All= i

Enabled | Display Name | ID | Module Serial # | Status | Reversed Logic | Mode Used
(| Relay 01 1 | A2-20-1F-77 ™ O O
k4 Relay 02 2 | A2-20-1F-77 O O
k4 Relay 01 1 | A2-20-1F-DE O O
k4 Relay 02 2 | A2-20-1F-DE O O
6|1/6

Relays are only used with macros, refer to “Macros” on page 92 for more information.

Legend
ICON ‘ NAME ‘ DESCRIPTION
| Inactive Indicates that the relay is not activated.
I. Enable Indicates that the relay is activated.
) _— The relay has been activated for a set time period and will deactivate when

! ’ Timed Activation . .

L the period expires.

2 Unknown Indicates that either the module is not synchronized or the module has an older

z firmware version that is not compatible with the ATRIUM software.

MODIFYING A RELAY

Select a relay from the list and click on the Properties button.

. | X
;E: Relay Properties -
rGeneral Information Notes
Display Name: Relay 01 Notes
(@ Enabled DRI
(D Reversed Logic )

General Information

* Display Name: Identifies the relay throughout the ATRIUM software. We recommend using a name
that is representative of the usage of this relay.

e Enabled: When selected, enables the usage of this relay.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.
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A relay can be set through one of two available modes:
Follow Mode

The relay will activate and remain activated when the status of the selected type is in alarm (input in alarm)
or active (output or schedule).When the input alarm, output status changes or the schedule expires, the relay
deactivates automatically.

Follow Maode

Type: g
@ Event: ( = }
Entit}l: (é_‘)

- Select one type, one event, and one entity from the list

Action Mode
In Action Mode, a seperate action can be programmed to activate and/or deactivate the relay.

Action Mode

Relay Activation
Type: [ - i
Event: [: hl }
Entity: [: = | = )

m | oD

@ Latch Mode

Relay Deactivation

Type: 'r!. i }
-

Ewvent 4, l }
Entity: =13

- Relay Activation: Select the type, event and entity from the list that will activate the relay.
- Timed: When selected, a timer can be set for the relay by entering the desired time (hh:mm:ss)

- Relay Deactivation: Select the type, event and entity from the list that will deactivate the relay.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.

RESET

Cancels the operator’s override relay control, returning the relay to its current scheduled or event state.

ACTIVATE

Manually activates the relay, overriding its current scheduled or event state.
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INPUTS

Typically, the inputs are used to monitor the status of door contacts and request for exit devices installed on the
controlled door. Inputs can activate relays reader outputs or the bell outputs through the use of macros.

Each ATRIUM controller has 6 inputs. 4 are dedicated, 2 per door, one input for the door contact and one for the
request to exit. In addition, 2 general purpose inputs are included with the ATRIUM controller.

Additional general-purpose inputs cans be added with the AIOM Input/Output modules. Each AIOM module
provides 10 additional inputs and outputs. Up to 100 inputs and outputs can be monitored by one ATRIUM
controller

are listed. To access Inputs per ATRIUM controller or door expander, refer to “"System Overview” on

i% All inputs of the ATRIUM access control system including the ATRIUM controller and all door expanders
page 69.

From the Dashboard tab, click on the Inputs tab. From this page, inputs may be edited and live status may be
displayed.

. Inputs
(Properties ) (D Show Status) (.f;'\; ) [ Show All - i

Enabled | Hardware | Display Name ID | Module Serial # | Status | Connection Methad Normally Open | Input Response Time | Input Restore Time
B 1 Door 01 Contact| 1 | 12-34-56-78 )| Single O 100 100
| REX1 Door 01 Rex 2 | 12-34-56-78 | ) | Single O 100 100
B c2 Door 02 Contact| 3 | 12-34-56-78 L) | Single O 100 100
B REX2 Door 02 Rex 4 | 12-34-56-78 o) | Single O 100 100
B 1 Input 01 5 | 12-34-36-78 ) | Single ] 100 100
B 2 Input 02 6 | 12-34-56-78 L) | Single O 100 100
B 1 Door 01 Contact| 1 | FF-00-00-05 )| Single O 100 100
B REX1 Door 01 Rex 2 | FF-00-00-05 ) | Single O 100 100
| c2 Door 02 Contact| 3 | FF-00-00-05 ) | Single O 100 100
B REX2 Dioor 02 Rex 4 | FF-00-00-05 ) | Single O 100 100
B i1 Input 01 5 | FF-00-00-05 I ) | Single ] 100 100
B 2 Input 02 6 | FF-00-00-05 . Single O 100 100

32 | 1/32

(= Legend
':' Morrmal ﬂ Trouble
"' Active 7 Unknown
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MODIFYING AN INPUT

From the Dashboard tab, click on the Inputs icon, select an input from the list and click on the Properties

button.

7\ Input Properties 12-34-56-78: A22 [2-Door Controller]

~ General Information

Connection Method CSif‘lEll_E__ g

R D S S L et

1 GND

c1 |/ MNotes

i

~ Options

Display Name: | Door 01 Contact

Enabled

(@

(=

Mormally Open

Input Response Time (ms): =

Input Restore Time (ms): =

Door 01 Contact

‘H\

e “
Save ( Cancel }

Input Tab
(A second input tab will appear when using any of the zone doubling connection methods)

Options

o Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the input.

e Enabled: When selected, activates the input.

¢ Normally Open: Select this function if you are using a “Normally Open” devices on the input. By
default, the inputs are ready for “Normally Closed” devices.

¢ Input Response Time (ms): This delay defines how quickly the controller will respond to the
trigger of an opening input. This prevents any momentary glitch from causing unnecessary alarms.
If the input remains triggered for the defined time delay, the controller will react according to its
programming. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

e Input Restore Time (ms): This delay defines how quickly the controller will respond to the trigger
of a closing input. This prevents any momentary glitch from causing unnecessary zone closure. If
the input remains closed for the defined time delay, the controller will consider the inputs as being
closed. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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EXAMPLES OF INPUT CONNECTION METHODS

Single (1 Detection Device per Input)

When using this method, only one device is detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a single input configuration:

Single Single with short circuit (EOL)
supervision
C1 GND C1 GND
EOL
|—<1|j>—
1K
Input 1 Input 1

N N
SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: No

SHORT CIRCUIT supervision: No
WIRE CUT supervision: No
(Factory Default)

Single with wire cut Single with wire cut and

supervision short circuit (EOL) supervision
Cl1 GND C1 GND
| | EOL
e
1K
Input 1 Input 1
| I
N N
i D
1K 1K

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes
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Doubled (2 Detection Devices per Input)

When using this method, two devices are detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a double input configuration:

Doubled with wire cut supervision

C1 GND
Iput1 Input7
N N
i g
—— QI —— QD
! 1K E ! 2.2K E

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

Doubled with wire cut and short circuit (EOL) supervision

C1 GND
EOL
[
CMputt ™ input7
N N
i g
—— QI —— QD
! 1K E ! 2.2K E

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes
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SHOW STATUS CHECK BOX

When enabled, displays the live status for a period of 5 minutes.

|{ Inputs
(Properties ) G_'_J ShowStatus) (F;‘ws ) [ Show All - i

Enabkled | Hardware | Display Name ID | Module Serial # | Status | Connection Methad Marmally Open | Input Response Time | Input Restors Time
) C1 CDoor 01 Contact | 1 | 12-34-56-78 | ! | Single O 100 100
) REX1 Coor 01 Rex 2 | 12-34-56-78& | ! | Single O 100 100
) c2 Door 02 Contact | 3 | 12-34-56-T8 | ! | Single O 100 100
) REX2 Door 02 Rex 4 | 12-34-36-78 | ! | Single O 100 100
) i1 Input 01 5 | 12-34-56-7& | ! | Single ) 100 100
) 2 Input 02 6 | 12-34-56-7& | ! | Single O 100 100
) 1 Door 01 Contact | 1 | FF-00-00-05 | ! | Single O 100 100
) REX1 Door 01 Rex 2 | FF-00-00-05 | ! | Single (=] 100 100
) c2 Door 02 Contact | 3 | FF-00-00-05 | ! | Single O 100 100
) REX2 Doaor 02 Rex 4 | FF-00-00-05 | ! | Single O 100 100
) i1 Input 01 5 | FF-00-00-05 | ! | Single ) 100 100
Z# |2 Input 02 6 | FF-00-00-05 @ | single ] 100 100
32 | 1/32
(= Legend
| ’ | Mormal (_a Trouble
"' Active Y Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
[ Normal Indicates that the input is normal state, not activated.
‘- Active Indicates that the input is activated.
e . . .
éﬁ Trouble Indicates that the state of the input is WIRE CUT or SHORT CIRCUIT.
G Unknown Indicates that either the module is not synchronized or the module has an
* older firmware version that is not compatible with the ATRIUM application.
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OUTPUTS

By default, the outputs (six per Controller and Expander) are used to control the built-in LEDs and buzzers of
card readers and keypads. For example, a red/green indicator on the reader will inform the user that access
has been granted (changes from red to green), or the reader buzzer will inform the card user that the door has
been left open or the door has been forced open.

Each controller includes six multi-function outputs. Each controller also supports up to four 2-Door Expansion
Modules, which provide an additional 6 outputs each.

expanders, are listed. To access outputs per ATRIUM controller or door expander, refer to “System

All outputs of the ATRIUM access control system, including the ATRIUM controller and all door
@ Overview”.

From the Dashboard tab, click on Outputs. From this page, outputs may be edited, and manual control may
be applied.

Outputs

Propertles ) ( Activate ) ( Reset

wu Wodule Serial # | Reversed Logic
Reader 01 Red Light 1 A2-20-1F-77

Show All+

kA Reader 01 Green Light | 2 | A2-20-1F-77 O
MM Reader 01 Buzzer 3 | A2-20-1F-77 [
R Reader 02 Red Light |4 | A2-20-1F-77 O
kA Reader 02 Green Light | 5 | A2-20-1F-77 O
MM Reader 02 Buzzer 6 | A2-20-1F-77 [
R QOutput 01 T | A2-20-1F-T7 O
ka Output 02 8 | A2-20-1F-77 [S]
Ba Reader 01 Red Light 1 | A2-20-1F-DE [=]
MM Reader 01 Green Light | 2 | A2-20-1F-DE O
kA Reader 01 Buzzer 3 | A2-20-1F-DE O
Ba Reader 02 Red Light |4 | A2-20-1F-DE [E]
MM Reader 02 Green Light | 5 | A2-20-1F-DE O
v’ Readar 017 Ruzzar A |l A2 20 1F-DE M
24 | 1724
PROPERTIES

Opens the “Properties” window of the selected output.

ACTIVATE

Manually activates the output overriding the activation delay.

RESET

Cancel the override output control, returning the output to its current scheduled or event state.
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MODIFYING AN OUTPUT

From the Dashboard tab, click on the Outputs icon, select an output from the list and click on the Properties

button.
Z7)\ Output Properties A2-20-05-E8: A22 [2-Door Controller] L
General Information ]’ J HMotes ]
Display Mame: |Output 01| | ~Notes
@ Enabled )
(=] Reversed Loaic J
Follow Mode
Type: C D!
@ Event: C ']
Entity:( o | )
Action Mode
~Output Activat

)

)

[

Q "
 Output Deactivation

Type: ( D)

Event: ( )

Entitys [

Save Cancel

General Information
o Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name

that is representative of the output.

 Enabled: When selected, activates the usage of the output.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or N.O. to N.C.

Follow Mode: In Follow Mode, the output will be activated/deactivated by following a preset.
- Select one type (inputs, relays or schedules), one event, and one entity from the list

Action Mode: A seperate action can be programmed to activate and/or deactivate the output.

- Output Activation: Select the type, event and entity from the list that will activate the output
(Timed: when selected, the output will stay activated for the desired time. Output deactivation is

not necessary in that case.)
- Output Deactivation: Select the type, event and entity from the list that will deactivate the output.

Notes Tab
Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.
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EVENTS

Reports each event that occurs in the system in real-time. A specific event can be programmed to perform an
action using the macros; refer to "Macros” on page 92.

The Events window lists in real-time the events or device status of the ATRIUM system.

From the Dashboard tab, click on the Events tab or drag up the Events tab from the bottom of the page. From
this page, it is possible to view the event’s details.

i

[ view Dewsits ) [ Event Repen ) (B Acorss |[O) (B Sequity |[O) (B Alaems |[B) (B Foudes [O) (B Loddown |[O) (B othes |[O)

2018-07- !-Eﬁbﬁ.ii.m!oqn - ATRILSA suhrm User Login User USER IMETALLER
| 2018-07-25 052037 | ATRIUM PC Server Logged In User Login |
| 20180724 164134 | User login - ATRILPA softwase User Leggin User. USER INSTALLER
| 2018-07.24 1641229 | ATRIUM PE Server Logged In User Leggin
20180734 132850 | Wier iogim - ATRILM software Uses Liogin User LISER INSTALLER
| 2018-07-24 133850 | ATRIUM PE Server Logged In User Leggin
018-07-24 131534 | Lser login - ATRIUA softwass User Login User LISER INSTALLER
2018:07-24 131524 | ATRIUM PC Server Logged In Lses Login
| 20180724 11:1321 | User login - ATRILM softwase User Login User. LISER INSTALLER
| 2018-07-24 11:1316 | ATRIUM PC Server Logged In st Login
2018-07-24 11:08:53 | User logn - ATRIUNA softwae Wser Login User LSER INSTALLER
2018-07-24 110853 | ATRIUM PC Server Logged In User Login
JESEEE [ Modsle Seconnecied [ Reconnected: A2 [2-Duoe Cotroter]
2018-07-24 11:08:39 | Modsle Detected Sub-Moduies
2018-07-24 110837 | ATRIUM PCS{nﬂl.pHm Ini User Login
2018-07-24 110837 | ATRIUM PC Server Logged In User Login
L | Modkele Asconagcked | Reconnectec: AZ2 [2-Door Combrober)
L | Modely Asconagced | Reconnected: A22 [2-Door Controler]
Z018-07-24 11,0837 | Modsly Detecbed Sl Mo
Z018-07-24 11,0836 | ATRIUM PC Server Legged In Liges Legin
2018-07-24 110836 | ATRIUM PC Server Legged In User Legin
L | Ractory Absent Sweary: A22 [3-Door Conroliar)
L { Dangute Topbly Tyenpar Pact: Tienpee’
2018-07-24 11080 | Cold Star b 422 [2-Darer £ i |
ANARNT- 28 110750 | by Do, et a8t evswient soieriiesns: ol PEE DS i vt d 355 1150 | Feermaiee 423 12D Canteoleel

By default all events/status are displayed in real-time. Use the following toggle buttons to select/remove
specific events to be displayed.

e Access button; see page 66 for more information.
e Security, button; see page 66 for more information.

e Alarms button; see page 66 for more information.

Troubles button; see page 66 for more information.

Lockdown button; see page 66 for more information.

Others button; see page 66 for more information.
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VIEW DETAILED EVENT INFORMATION

Double-click on an event from the list to view its details.

. S |
£\ Event Details —
- Object  Event ~ Instigator
Type: User Login User login - ATRIUM software Type: User
Display Name: Sequence Number: 696 Display Name:
A2-20-1F-T7T7: A22 [2- AZ2-20-1F-77: A22 [2-
Module: f2-20F A2 Module: : - hes 12
Door Controller] Door Controller]
ID: 1 ID: 1

Object

Indicates the provenance of the event.

Type: Indicates the type of device or component.

Display Name: Indicates the name of the device or component.

Module: Indicates which module contains the device or object.

ID: Indicates which object the event applies to.

Event

Indicates the description of the event.

Sequence Number indicates a sequential number given to each event.
Instigator

Indicates the instigator of the event

e Type: Indicates the type of instigator.

e Display Name: Indicates the name of the instigator.

e Module: Indicates which module contains the device or object.

e ID: Indicates which object the event applies to.
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ACCESS

Displays access-related events when this check box is selected.

SECURITY

Displays security-related events when this check box is selected.

ALARMS

Displays alarm-related events when this check box is selected.

TROUBLES

Displays trouble-related events when this check box is selected.

LOCKDOWN

Displays lockdown-related events when this check box is selected.

OTHERS

Displays all other events when this check box is selected.
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REPORTS

Generate reports for a specific period of time, user, door and/or area. Reports can also be printed and saved.

From the Dashboard tab, click on the Reports tab. From this page reports may be generated, viewed, printed

and saved.
£ Reports |
Eveus I
O N & &
=X i AiCess SCHong L rol

Dverty | | Moesd | Dpeswoeg| | e

| Ewent Parasctory - Results |
St Teme] J0tE 870 000 =
e Tone| 20147 M4 250 M
Tope =
Event | Lt |
ety -3
[ [ ::.
Pl il wevpnrs iy et | 8000 ;
[ [
iﬂ.l. j_IJMhlx:mlli Hardwase Advanced Cmﬂlgwahl:u\ Actounts
oS = H 8 $ A= S
_For qUICk access, reports can also Uzers  Cands ||D|Id35-'!- Sehedules Arear  Acoess Devels  Accest Level Groups | Dooes H!‘ld}‘! Inputs L:-.lr.puls
be generated from various menus | credentiats Access Contiguration [ Contral
(ex: Users, Cards, Schedules) by . Schedules
clicking the Print button. ;
9 o[ ] (. )

Schedule Never

Saturday 1, from O0:00:00 o 00:00:00;
Eaturday 1, from OR00D to 00:00:00; Sunday 1, from 00:00:00 1o 00:00:00; Mc

=]
B | Schedule Always

=] Echedule Programming

GENERATING A REPORT

Event Parameters
Select the parameter criteria that will be used to generate the report.

o Start Time and End Time: Select the period for the report by entering the start and end date and
time using the “yyyy:mm:dd hh:mm” format or select the date and time.

Type: Select one, multiple or all types(s) from the list.

Event: Select one, multiple or all event(s) from the list.

Entity: Select one, multiple or all entity(ies) from the list.

User: Select one, multiple or all user(s) from the list.

Maximum # events in report: Enter the maximum events allowed in the report. The default
setting is 1000 events.

Generate

Generates the report based on the selected parameters and displays its content in the Results section.
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VIEWING, PRINTING, AND SAVING A REPORT

Results

Displays the generated report and allows navigating through the report, printing and saving the report results.

Navigation Print Save
Regenerate \
|

B Repart Viewer & l - [m] b4

Events Report

ATRIUM

EEET J== e

A0TE-08-21 0frSE- 46 |Dsar Locked Digar AZ-J0-TF-FF: Daar 01 Disar AF-20-1F-FT Daar 01
20158-058-21 05641 |Dwoor Unlocked Dioor. AZ-20-1F-1T. Doar 01 Lhser. LISER ADMINISTRATOR
A0TE-08-21 0326 |Dsar Locksd Digar AZ-J0-TF-FF: Daar 01 Disar AF-20-1F-FT Daar 01
20180821 P332 |Dwoor Unlocked Door. AZ-20-1F-TT. Doar 01 Ltser. LISER ADMINISTRATOR
20180821 092928 |Door Locked Dioor. AZ2-20-1F-T7. Do 1 Door. A2-20-1F-77. Doge 1
20180821 05:2%2)  |Door Unlocked Dioor: A2-20-1F-TT: Door 01 Liser: LISER ADMINISTRATOR
20180821 09:2%16  |Door Locked Dioor: A2-20-1F-TT: Diaor 01 Door- A2-20-1F-77. Docr M
20180821 052511 |Door Unlocked Dioor: A2-20-1F-TT: Door 01 Liser: LISER ADMINISTRATOR
A0TE-08-21 02507 |Dsar Locksd Digar AZ-J0-TF-FF: Daar 01 Disar AF-20-1F-FT Daar 01
2018-08-21 032502 |Dwor Unlocked Door. AZ-20-1F-TT. Doar 01 Ltser. LISER ADMINISTRATOR
20M5-05-21 02814 |Door Locked Door: AZ-20-1F-TT: Deor 11 Door Ad-20-1F-TT: Dasr 1

Top Control Bar
The regenerate button refreshes the report with new data if available.

The navigation buttons allow respectively to go to the first page, previous page, type a page number, next
page, and last page.

The print button allows to print the report.

The save button allows to save the report on disk.
Acrobat (PDF), CSV, Excel 97-2003, Rich text (RTF), Tiff, Web archive (mhtml), XPS document formats are
supported.

Bottom Control Bar

The bottom control bar allows to zoom in/out the report. Use the arrows, the scroll bar, type a percentage
value, or select a predefined zoom from the list.
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SYSTEM OVERVIEW

The system overview displays and allows management of all ATRIUM modules within the access control system.
From the system overview it is possible to see and control the inputs, outputs, readers, doors, areas, door
locks, relays, bell and tamper switches. It also display system logs for each ATRIUM modules.

From the Hardware tab, click on the System Overview icon.
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Under each controller and expander, the following information is available. Summary, status and control are
available for each device or setting.

Device \ Refer to

Events “Events” on page 63
Inputs “Inputs” on page 57
Outputs “Outputs” on page 62
Readers “Readers” on page 90
Doors “Doors” on page 46.
Areas “Areas” on page 39
Door Locks “Door Lock” on page 84

Voltage Lock

Relays

“Relays” on page 55

Bells (AC22 only)

“Bells” on page 86

Tamper Switches

“Tamper Switches” on page 89

Macros

“Macros” on page 92

Macro Counter

“Macro Counter” on page 91

Macro Timer

“Macro Timer” on page 93

Macro Command Group

Cameras “Cameras” on page 104
Emails “Emails” on page 102
DESFire Application ID

Licence

System Logs

Reserved for technical support.
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MODIFYING A CONTROLLER OR EXPANDER MODULE

From the Hardware tab, click on the System Overview icon, select a controller/expander module from the
list and click on the Properties button.

. <" N
g& Module Properties I
General Information © Network Set(ings\l/ Mode of Operation Y Card EnrollmentT Time Zone Y E-mail Sel'tingsw
Display Marne: |A22K [2-Door Controller] opetacers ~Module Connection Key:
Product Code: | A22KM Uses DHCP ) Tt
Serial Number: ¢ -FO MAC Address:| 00:1E:CC:02:A2:F0 Confirm Password:
Firmware Version: | 2,00.045
IP Add :| 192.168.1.67
ress ~HTTPS
Gateway: 192.168.1.254 (D Uses HTTPS )
Subnet Mask: 255.255.255.0
— (o Redirect HTTP to HTTPS )
DNS IP Address: 192.168.1.7
Software Port:| 10000 [=] (o Redirect SDK HTTP to SDK HTTPS )
WebPort| 80 [5] Web Por | 443 5]
(+ Advanced Options )

General Information
Allows to change the display name. All other information are read only.

* Display Name: Identifies the controller/expander throughout the ATRIUM software. We
recommend using a name that is representative of the controller/expander module.

e Product Code: Indicates the module product code; AC22 for the ATRIUM 2-Door Controller, AX22
for the ATRIUM 2-Door Expander, etc.

¢ Serial Number: Indicates the serial number for the controller/expander module.

¢ Firmware Version: Indicates the current version of the module’s firmware.
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NETWORK SETTINGS (CONTROLLER ONLY)

Allows to define the 2-Door Controller’s network communication settings.

gfé\ Module Properties

r General Information MNetwork Seﬂings\l/ Meode of Operation Y Card EnrollmentT Time Zone Y E-mail Sel'tingsw
Display Mame: |A22K [2-Doar Controller] ~Module Connection Key:

Product Code: Uses DHCP ) Password:

Serial Number: Confirm Password:

MAC Address; 00:1E:CC:02:A2:F0

Firmware Wersion: | 2,00.0457

:| 192.168.1.67
IP Address: THTIPS

e
Gateway: 192.168.1.254 (D

Uses HTTPS

Subnet Mask: 255.255.255.0

- Redirect HTTP to HTTPS
DNS IP Address: 192.168.1.7

Software Port:| 10000 = Redirect SDK HTTP to SDK HTTPS
[=]
Web Port: m Web Port: ﬂ

|/+ Advanced Options

Save Cancel

e Uses DHCP: When selected (default), the 2-Door Controller obtains an IP address automatically
from the network’s DHCP server.

The following parameters are only available when DHCP is NOT selected (manual setting entry).
e MAC Address: Indicates the MAC Address of the selected controller module. This field is read only.
¢ IP Address: Enter the IP Address of the controller module.
e Gateway: Enter the network Gateway address.

Subnet Mask: Enter the network subnet mask.

DNS IP Address: Enter the DNS IP address.

Software Port: Select or enter the network software port number(Default= 10 000).

Web Port: Select or enter the network web port number (Default= 80).

Module Password: Enter module password. The default password is “admin”.

Module Confirm Password: Re-enter module password for confirmation.

Uses HTTPS: All A22K controllers have HTTPS enabled by default. In order to have a valid HTTPS
connection, all peripherals (desktop browser, tablet, smart phone, etc.) used to connect to the
ATRIUM system must install the root certificate included in the USB key with the ATRIUM software
or from the Download section of our website at: www.cdvi.ca. You may also install your own

root certificate. Ensure your root certificate is installed on the A22K “Master” controller and

all peripherals used to connect to the system. The root certificate can be installed on the A22K
“Master” controller from the embedded ATRIUM web server.

¢ Redirect HTTP to HTTPS: This option will automatically redirect all HTTP connection to HTTPS
secure connection. This feature works ONLY if an HTTPS connection is functional. See “Uses
HTTPS"” above on how to make an HTTPS secure connection.

¢ Redirect SDK HTTP to SDK HTTPS: Check this option if you are using a 3rd party application
which uses the ATRIUM SDK and which supports HTTPS connections. It will will automatically
redirect all HTTP connection to HTTPS secure connection. This feature works ONLY if an HTTPS
connection is functional. See “Uses HTTPS"” above on how to make an HTTPS secure connection.

e Web Port: Modify this option if the default HTTPS web port (443) is blocked. Contact your network
administrator and / or your ISP (Internet Service Provider) to enter the correct HTTPS:// web port.
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MODE OF OPERATION (A22K CONTROLLER ONLY)

The A22K controller includes all firmware bundled into one. You will be able to change the operating mode of
the A22K from the same hardware (A22K firmware version 2.00.451 or higher). Note that whenever you change
the operating mode of the A22K, it will force a reset to the module’s factory default settings.

g& Module Properties =N
 General Information infls | © Mode of Operation Y Card Enroliment Tifhe Zone Y E-mail Settingsw

Display Mame: |A22K [2-Door Controller]

Product Code: 222K oledle @i Gz mian (Standa rd (A22K) ')

Serial Number: oo 1 0 ® | EHEECER .

Firmware Version: |2.00.0451 Elevator Controller (A22K-EC)
Aperio Integration (AP2K)

f* Advanced Options Schlage Integration (ADH2K) \I

Operating modes supported (A22K firmware version 2.00.451 or higher):

e A22K 2-Door/4-Reader controller (default)

e A22K-EC Elevator controller

e ADH2K Schlage Integration, manage 2 door handles
e AP2K Aperio Integration, manage 2 door handles

CARD ENROLLMENT (CONTROLLER ONLY)

Defines the period within which a card must be presented to a reader to start adding/removing cards when
using the 2-Door Controller’s on-board card enrollment button (Refer to the 2-Door Controller instruction
manual for more information). This time is also used to exit the enroliment mode when no more new cards are
presented during this period.

. [ x]
g@ Module Properties -
r General Information Network Settings Y Mode of Operation Y .~ Card Enrollment\( Time Zone Y E-mail Settings]
Display Mame: |A22K [2-Doar Controller] Onti
ptions
Product Code: A22KM Detection Delay (seconds): =

Serial Number:

550
Default USB Reader Format:

Firmware Version:

+ Advanced Options

Save Cancel

+ Detection Delay (seconds): Change the detection delay if required. The default setting is 300
seconds (5 minutes).

¢ Default USB Reader Format: Change the reader format if required. The default setting is 26-bit.
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TIME ZONE (CONTROLLER ONLY)

Time zone configuration is used to tell the controller when to change its time for daylight saving. The time itself
is automatically set whenever a PC connects; the module uses the PC’s time and date.

gf&\ Module Properties

r General Information Metwork Settings Y Mode of Operation Y Card EnrollmentY ~ Time ZoneY E-mail Sel'tingsw
Display Mame: |A22K [2-Door Controller]

Product Code: | AZ2KM

~General Information

Serial Number: .

Firmware Version: 2 [Py Urs

Starts on the first: (Sunday
F:ullowl'ng:| 2021-03-08 02:00

Ends on the first: (Sunday
Following:| 2021-11-01 02:00

Offset:| 01:00

(1- Advanced Options

Save Cancel

General Information
o Time Zone: Select the time zone reference based on the UTC time and offset.

Daylight Saving Time

The following fields determine the start and end times of the daylight saving period.

Starts on the first: Select either <Fixed Date> or a “day of the week” the daylight saving period starts.
e <Fixed Date> is used when the daylight saving period starts the same date every year.

e Sunday to Saturday is used when the daylight saving period starts the same day of the week
every year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

e This date will be used to determine what will be the next date on the day selected in the “Start on
the first” field. For example if the daylight saving starts the first Sunday of April at 2 o’clock in the
morning, enter 2011/04/01 02:00. If the daylight saving starts the second Sunday of April at 2
o’clock in the morning, enter 2011/04/08 02:00.

Ends on the first: Select either a <Fixed Date> or a day of the week the daylight saving period ends.
e <Fixed Date> is used when the daylight saving period ends the same date every year.

e Sunday to Saturday is used when the daylight saving period ends the same day of the week every
year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

¢ This date will be used to determine what will be the next date on the day selected in the “Ends on
the first” field. For example if the daylight saving ends the first Sunday of November at 2 o’clock in
the morning, enter 2011/11/01 02:00. If the daylight saving ends the second Sunday of November
at 2 o’clock in the morning, enter 2011/11/08 02:00.

Offset: Select the daylight offset time in hour and minute (hh:mm).
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EMAIL SETTING (CONTROLLER ONLY)
Email setting configuration is used to tell the controller from which email will be send email notification.

See page 102 to configure email notification.

g& Module Properties

( General Information MNetwork Settings Y Mode of Operation T Card EnrollmentT Time Zone Y © E-mail Settings
Display Mame: |A22K [2-Door Controller]

Product Code: | AZ2KM

Server Information

Use this email address: |

2-F0 SMTP Server:
Firmware Version: 200,045

Serial Number:

O  Default SMTP Port

SMTP Pert: | 25

—User Login
User:

Password:

r Encrypted Connection

Encryption Method: :}

Test E-mail Settings: Start

Reset all E-mail Settings:

(+ Advanced Options

Save Cancel

Server Information
¢ Use this email address: Enter the sender email

SMTP server: Enter sender email SMTP server
Default SMTP Port: Default SMTP port is 25 and work’s for majority of server.
SMTP Port: Uncheck “Use Default SMTP port to enter manually a specific port number.

User Login
e User: Enter user login ID

e Password: Enter user login password

Encrypted Connection
e Encryption Method: SSL/TLS or STARTTLS

Check if sender email use SSL/TLS or STARTTLS
GMAIL SSL certificate is pre-loaded. (GMAIL default SSL port is 465 and TLS port is 587).

Test

o Test E-mail Settings: Click on “Start” to validate if the e-mail server information has been saved
correctly.

* Reset all E-mail Settings: Click "Reset” to erase all e-mail server informations.
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ADVANCED OPTIONS
Monitoring

Displays the monitored system'’s voltage and current values.

| — Advanced Options
r, Moni(oringY Primary PowerY Batleer Integration Y License W
( Refresh )
Smart Supply Output Battery
Voltage (V):| 12.030 Charging:
Voltage (V):  0.000
Current (A): | 0.028 Current (4): | 0.000

Primary Power
[ Voltage (V): | 24676

Cancel

e Refresh button: Refreshes the voltage and current values.
e Smart Supply Output (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to devices.

- Current (A): Indicates the current used by the connected devices.
e Battery (Controller and Expander only)

- Charging: Indicates, when the Charging check box is selected, that the battery is
currently charging.

- Voltage (V): Indicates the actual battery charging voltage.
- Current (A): Indicates the actual charging current supplied to the battery
e Primary Power (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to the module.

Primary Power

= Advanced Options
(™ Wositoring

Primary Power | Rattery | intequation | Liceme |

Fadl Deday |mi: | B
Biszore Delay (mk o=

c‘i.hwe ) i Cancel .}

e Fail Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power failure event message.

e Restore Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power restore event message.
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Battery
- Advanced Options
r MonitoringT Primary PowerY. Battery\( Integratl'onT Licensew
Options
{ Current: ( 250 mA - 1
l/ Save ) l/ Cancel )
e Options
- Current: Select the maximum current that will be used to charge the battery; 250mA (Default),
320mA, 500mA or 1A.
Integration
— Advanced Options
r MonitoringY Primary PowerY Batteer Integ rationY Licensew
Options
Intrusion (Alarm) Integration 3
CNIL [Delete events after 90 days) [l
Unlock if Armed O
Don't Show Arming Status [
Global Access Level B
Master Contraller B4
l/ Save ) l/ Cancel )
e Options

- Intrusion (Alarm) Integration: When selected, activates the intrusion integration feature.

- CNIL (Delete events after 90 days): When selected, the module will only keep record of the
past 90 days

- Unlock if Armed: When selected, the doors within the armed area can be unlocked if the user
has permission (can arm/disarm)

- Don’t Show Arming Status: When selected, the LED status of the readers within the armed
area will return to normal, as to not indicate the armed status.

- Global Access Level: The A22K uses Global Access Level system which improves the
synchronization speed of the ATRIUM system. This option will be disabled automatically if the
A22K controller is connected to an ATRIUM system that has an A22 as the master controller.

- Master Controller: When selected, activates the controller to be “Master” controller. The
“"Master” controller will manage the data (doors, users, schedules, etc.) among all
sub-controllers and expansion modules.
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License

(— Advanced Options
( MonitoringY Primary PowerY Batleer Integratl'onYJ Llcensew]

- Licenses

(Addj (P'op&r‘ties) (Delete) ( Load License fram Card ) ( Export i { Import i ( Find )

B2 | Atrium Floor Plan Manager | 1 | AFPLAN - Floor Plan Manager
B2 | Atrium KRYPTO Mobile-PASS | 10| AMC25 - KRYPTO Mobile-PASS (25) | 237

- Add: Click the "Add” button then copy/paste the provided license code in the field.
- Properties: Displays the code details of the license.
- Delete: It will delete the selected license file.

- Load License from Card: Click on the “Load license from card” button to add a license from
a card. Select the KRYPTO reader where you will scan your license card. Present and hold the
card close to the reader until it chirps and flashes green.

- Export: Future use

- Import: Future use

DELETING A MODULE

To delete a module, select the module from the list and click on the Delete button. Deleting a controller
automatically deletes the controller itself as well as all attached expander modules. However, the distributed
entities (users, cards, schedules, etc.) are not deleted. A dialogue box will appear requesting confirmation.
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REPLACE

Replaces a defective and offline module that has been physically replaced. Only available for offline modules.
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To replace a controller:

1. Make sure that the NEW controller is connected. T
g& Module Replacement e
2. Select the controller that is defective from the list,
“OFF LINE"” and click on the "Replace” button. ( P - )

3. The controller “"Module Replacement” window will open, ||-©pti
click on “Auto-Detect” to find new controller. Display Name | |

Serial Number:

4. Select the new controller from the list and click OK. URL Address:| |
5. The “"Module Replacement” window will appear again, Software Port:| 1000¢ ]
then enter “Module Connection Key” password. Module Connectian Key:
The default connection key password is “admin”.
Click OK.

6. The new controller will synchronize automatically

L, Bedeer Comtralier

G

........ ] [ e [T CEi ol [ e [
B2 2Dt Cinwtacslir] 2 5208411 | 100003 D07 18020 LT =

To replace an expander module:

1. Make sure that the NEW expander is connected. X B
. . g& Module Replacement e
The controller will detected automatically.
2. Select the defective expander ("OFF LINE”) Module: { 2
from the list and click on the “"Replace” button.

3. The expander “Module Replacement” window will open.
4. Select the new expander from the drop down list and click OK.

5. The new expander will synchronize automatically

The configuration from the old module will be transferred to the new module, including the non distributed
entities (inputs, outputs, areas, tamper switches, etc.).
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UPLOAD FIRMWARE

Upgrades the selected controller or expander module with a new firmware.

[ System tverien |
i vy M1 mm}["-r=~-—}|iw|[wm ) (henser Drogrostc J (vt J (T ocate |-} (Csamenronce | - ( eboor J (foctory e | )
g Module
[ — Cidiapee A Refrech Status ind R
C J (et J{ L A e iy | e
4 Connecbon Prepetics Online A22(n05-18 " Plpleg Name: A2 [2.Binor Contralier]
4 A Fubnits Prodhuct Code A22

Ingats Serial Mumber: A3 20-05.E2
Dutpuss MAC Address (R IECCOTOSES
Repciery 1P Addvess 1921631 58
Lears Frsears \ertiten: L40.0340
dreat PCE Viergiar: LAGIDRA0

e Select one of the controller or expander module and click on Upload Firmware.
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2 (TN R3tss eader] | 2000008 | U | mese = 12550338 Kt requiced

e Save the new firmware file in folder.
e Click on Update All to update all modules automatically.
e To update a module individually, select a Version to Install and click on Update.

- When updating modules manually it is recommended to first update the expander(s), then
sub-controller(s) and finally the master controller.

SYSTEM STATUS

Gives you an overview of all modules status. Such as; Is the module online or not, their input power supply, the
battery voltage with charging current, the voltage outputs with their current consumption and tamper alarm.
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READER DIAGNOSTIC

Gives you an overview of all readers information’s. Such as; reader serial number, Is the reader online or not,
reader is connected to which module (parent), connected to which module port, connected on which side of the
door, is it associate to cab and it is “"Assigned” or not.

{ Propertes J I Detese J{ tepuce ) {7 Upiond Firmesor ) [ System Status lI( Rewser Dagrasts {;""“_".I-:}l Jobl e} by L
1 i Find . e, .
o Gt | Modie e
e R L B mmﬁ .
A2 3Dt Combroiier] (AR-20-05-EEL Oihli " t\p.m Senal Banbe A2-30-05E8
F fitfnamy « COA Dwrn : & &

ol | Onbtcned | bt | Advarced Contpantion, &

L]

h= 1:“ [ ]

1
Sotem Uuerdew Inpuis Outpuis Locks Relwes Bels Tamper Sadich Readers

Ki 1-00-05-08 AZIK [F-Door Controlles]-AA-D0-02-FO | K1 Rasder Port 1| Porte Production: Poste Production Analgaed
Reades 01 AA-00-02-F0 AZEK [£-Door Controfler]- AA-00-02-10

Reacirs 02 an00-2p0 | M | A22K 12 Dour Cantrolles]-AA-D0.02-0

| K [ATRAUM FSA4E5 B2-00-00-08 1 Porte du Prisident: Porte K2

PRINT

Gives you a hardware report of all modules installed on a site. Information’s such as; module serial number,
MAC address, IP address, etc. It will also give many informations about the computer operating system (0OS)
where ATRIUM software is installed.
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LOCATE

Allows to find a module when the serial number of the module has been removed or is not legible.

Fe

Aarium - L0 Dema
: Hardware | Advanced Canfiguntion  Accaunts

To locate a module:

1
2

3.0pen the door of each module’s metal box, the corresponding module’s GLOBAL -STAT LED will be
flashing rapidly. Refer to the module instruction manual for more information.

.Select the module to locate.
.Click on the Locate button.

1P Sddddrey: 152168163

Formraers Warcnn: 170 A

4.Click on Stop Localization to exit the locate mode.
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SYNCHRONIZE

Synchronize the selected controller or expander module.
FA Atram « COV] Dwma d o x
|| Gainoars | arhoree [ abionced Corrpanion &

ol

C BIhiEe Q@ B
System Doeraew inpuis Outpuis Locks Retwey Bels Tamper Saiich Readen
L _Hurdmars 5
(Preperves ) [ Gekeoe § { Fepiace 3 [ Upbeod Firmwane J [ System Status ) | Besder Sagmere ) | Print ) | Lecete | l} | Symchvonize | b { Peboot ) {_ Fectory Gelswits | _}
Ct.mndu_],_l[mmu_']L Rekresh Suces ) [ b ; (_Spehronize )
r i : AA-00-02-F0 S o| { Camplata Ratand

2-Do : 7, MASTER Crifie e e R sk RN Frr T —
AZE [-Door Controber] (AZ-20-05-28], Oniine mj““hm i RPN

¢ Synchronize: Forces the system to synchronize the ATRIUM Controller database with the ATRIUM
software database.

e Complete Reload: Forces the ATRIUM Controller database to overwrite the ATRIUM software
database

REBOOT

Shuts down and restarts the selected controller or expander module.

| ﬁ Dashbaan Harshvwars G
[ — .. .

C BINEe Q B

Syrterm Dvervisw Inputt Outpuls Locke Relwye  Bels - Tamper Juitch Raadan

: Hacjey
o System Orerview |
(_Prperses ) (Detese ) {ropince ) ({gona Frmmare ) ( sysvem suatus ) ( Fander Diagronsc ) (Prine ) (" Locaee [} (symctwonizn I-JIE Rebost llf Foctory Dt |
Cepans s J{ Cotse 20 J(__hekonns J(- : [t EREGR
4 C.anmu-w_"rmﬂm Unline . - AL-20-04-18 Ditpiary Warme, £33 (3D Contrabd]
r m'm- Inputy mcxﬁw
Chatputs

WAL bddress: 001 ECCOR051

e Click on Reboot.

e Click Yes to confirm.

RESTORE FACTORY DEFAULTS

There are two ways to do a factory default reset. A full one, “Factory Defaults” or one that will keep the network
settings in place “Factory Defaults without Network Settings” so that you can easily reconnect afterwards.

FA At « COW1 Dwrn - o *
| e | Dakbowns | Harcbeas | dvanced Confens i

o

\.-"" 1'“ mr. I E .' @ '
Lymtem Cueratew' fnpuis Cuiputs Locks Relsps B=ls Tamper Swiich Resders
L _Hurdmars 5
(Preperves ) { botste ) { rapioe ) ([ Ugtond Frmmare 3 { System Status ) {_ Fasder Sagoante (Pt ) Losats | ) [ Symebvonizs | o) §_Febost § ( foctory Delmits [}
{_'F.u.mndu_],.{__:mpse”_};. Refrest fana [ T : E Factory Delautts J
4 4,00-02-F0 Dissay e AZZK |2 Din Contisle] (" Factery Defaults without Netwark Setongs )
Pt Coae K220
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LOCKS

Typically, the locks are used to control the door lock devices such as door strike and electromagnetic devices.

Each controller includes two door locks and supports up to four 2-Door Expansion Modules which provide an
additional 2 door locks each. Therefore, each controller can monitor the state of up to 10 door locks.

Locks
(F":pe*tes) [:L_J Shc:-wStatus) (.f;'vs j Show All - i

Enabled | Display Name | ID | Module Serial # | Status | Reversed Logic
B4 | Entrance #1 | 1 | AA-00-02-FO |_ﬁ, O
B4 | Producticn 2 | AA-00-02-FO |_ﬁ, O
B4 | My Office 1 | AA-00-30-8B |_ﬁ, O
b Entrance #2 | 2 | AA-00-30-8B |_ﬁ, O

MODIFYING A DOOR LOCK

From the Hardware tab, click on the Locks icon, select a lock from the list and click on the Properties button.

. X |
5& Door Lock Properties -
r General Information Notes
Display Name: |Door Lock 01 Notes
@ Enabled D
(D Reversed Logic )
~Voltage Lock Properties
Entity: (Vlock 01 (A2-20-1F-77) D!
~Relay Properties
Entity: (Relay 01 (A2-20-1F-77) -)
(-I- Advanced Options w

General Information

e Display Name: Identifies the door lock throughout the ATRIUM software. We recommend using a
name that is representative of the door lock output.

e Enabled: When selected, activates the usage of this door lock.

* Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.

¢ Voltage Lock Properties: The voltage lock entity is set by default
* Relay Properties: By default the relay associated with the voltage lock is selected.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.
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Advanced Options

r )
| = Advanced Options
| Monitoring
E Refresh ]
Viodtage (Vi 007
Current (Ak
Monitoring

* Refresh button: Refreshes the voltage and current values.
- Voltage (V): Indicates the voltage supplied to the door lock device.

- Current (A): Indicates the current used by the connected lock device.

SHOW STATUS CHECK BOX

When enabled, displays the status of the door locks for a period of 5 minutes.

i Locks
( Properties ) (._'_J Show Status) ( ) Shaw Al = )

Enabled | Display Name | ID | Module Serial # | Status | Reversed Logic
b Entrance #1 1 | AA-00-02-FO E! O
b Praduction 2 | AA-00-02-FO |_ﬁ! O
B | My Office 1 | AA-00-30-8B C”! O
Y| Entrance #2 2 | AA-00-30-8B |_ﬁ! O
4 | 1/4
. = Legend
E Unlocked A Trouble
|_i! Locked 7 Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
:‘lj_ Unlocked Indicates that the door lock is not activated.
|l] Locked Indicates that the door lock is activated.
éﬂ’ Trouble Indicates that the state of the door lock supply is short circuited or overloaded.
2 Unknown Indicates that either the module is not synchronized or the module has an older
: firmware version that is not compatible with the ATRIUM application.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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BELLS

The ATRIUM AC22 controller (first generation of controller) provides one bell output that can be used to
drive one or several bells connected in parallel. Refer to the 2-Door Controller instruction manual for more
information.

From the Hardware tab, click on the Bells icon.

( Properties ) (ﬁu:tl'vate ) ( Reset )

Active | Display Mame | ID | Module Serial # | Status | Cutoff Delay
4 Bell DM

= Legend
() off A Trouble
[:'] On ?_ Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
[ off Indicates that the bell is not activated.
f. On Indicates that the bell is activated.
i Indicates that the state of the bell is either missing (absent), short circuited
@i Trouble
or overloaded
9 Unknown Indicates that either the module is not synchronized or the module has an
older firmware version that is not compatible with the ATRIUM application.
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MODIFYING THE BELL

From the Hardware tab, click on the Bells icon, select the bell from the list and click on the Properties
button.

.‘t_‘&_-\\ Bell Properties )
rGeneral Information /m
Display Mame: Bell 01 Notes
L:L_J Active j
Cutoff Delay (minutes):
|fv Advanced Options \]
l{ Save l{ Cancel )

General Information

* Display Name: Identifies the bell/siren throughout the ATRIUM software. We recommend using a
name that is representative of the bell/siren.

 Enabled: When selected, activates the usage of the bell/siren.

e Cutoff Delay (minutes): Type a value between 0 and 1000 minutes (Default: 4 minutes) that
represents the amount of time the controller will maintain the bell active.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Advanced Options - Monitoring

Displays the monitored bell’s voltage and current values.

[~ Advanced Options

Monitoring

( Refresh )

Voltage (V): | 12590

Current (A): | 3.007

( Save [ Cancel

Refresh button: Refreshes the voltage and current values.
e Voltage (V): Indicates the voltage supplied to the bell/siren device(s).
e Current (A): Indicates the current used by the connected bell/siren device(s).
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Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

RESET

Cancel the override bell control, returning the bell to its current scheduled or event state.

ACTIVATE

Manually activates the bell overriding the activation delay.
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TAMPER SWITCH

Tamper switch detects when the cabinet door is opened or when the cabinet is removed from the wall.
Each controller and expander may have 2 tamper switches per cabinet, a wall and a door tamper switch.

However, even when both are installed, only one tamper instance is monitored by the ATRIUM software per
module box since they are connected in series.

From the Hardware tab, click on the Tamper Switch icon.

Tamper Switch \|

|:: Properties ) ( j

Enabled | Display Name | ID | Module Serial # | Display Mame Alarm
B Tamper 1 | AA-00-02-F0 A2Z7K [2-Door Controller]
| Tamper 1 | AA-00-30-8B A22K [2-Door Controller]

MODIFYING THE TAMPER SWITCH

From the Hardware tab, click on the Tamper Switch icon, select the tamper switch from the list and click on
the Properties button.

i

7\ Tamper Switch Properties AA-00-30-8B: A22K [2-Door Controller]

~ General Information ( Notes ‘I

Display Mame: | Tarnper

MNotes

B

Enabled )

TN T
ol|&E

Alarm Enabled )

o P
Save Cancel

General Information

+ Display Name: Identifies the tamper switch throughout the ATRIUM software. We recommend
using a name that is representative of the tamper switch.

e Enabled: When selected, operates normally but does not generate an alarm and restore
automatically.

e Alarm Enabled: When selected, operates normally and will generate an alarm and must be
manually restore. CDVI KRYPTO readers will delete the encryption keys.

Notes Tab
Use the Notes text field to record any additional notes that may be required. We recommend that you

keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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READERS

Readers such as keypad and proximity readers are used to request access to an area via a door.

Each controller includes two readers and supports up to four 2-Door Expansion Modules which provide two
readers each. Therefore, each controller can monitor the state of up to 10 readers.

From the Hardware tab, click on the Readers icon.

B | Reader i 1| 000210 Aeader 01 Red Light | Reacer 01 Goeen Light | Reader 01 Buzzer | OOV (Red, Green & Bloe)
—ﬂ’ Reuder 12 3 | AA-00-09-F0 Feacier OF Red Light | Reacer 07 Grees Light | Reader 0F Susser | DU (Redl, Grees & Bl
B | Reader 1 | a4q00-30-88 Arader 01 Red Light | Reaser 07 Geeen Light | Reader 01 Buzzer | OOV (Red, Green & Bloe)
| Reader (2 1 | AA-00-30-88 Raader (1 Rad Light | Resder [0 Gassn Light | Resder 02 Buzaer | OOV (Red, Grasn & Blus)
B | Peoducton |1 | B000-02.77 | AZK [-Door Controle-AR00-02.F0 | K1 Besder Port 2 Arader Aed Light | Reader Geeen Light | Reader Buzzer | G0V {Red, Grees & Bhoe)
Ei | Mntrance 282 [ 1 [ B3-20-25-17 A2 [2-Door Controlie] -Ak-00-30-B8 | KIET Rasder Port 2 Reader Red Light | Reader Gewan Light Reader Buzzer | CDW1 (Red, Green & Bl
B |Enance®1 | 1 [ E2:00-02:F6 | AZ2K (2-Door Controlier|-AA-00-08-F) | K2 Reader Port 1 Reader Red Light | Rewder Green Light | Resder Buzzer | C0V1 (Redl, Groen i Bloe)
| iy Office 1| E-00-00-17 | A2k 2-Door 1-Ai-00-30-88 | KJ Reader Fort 1 Heacer Red Light | Reacer Green Light | Resder Buzzer | GOV (Red, Green i Ble)
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MODIFYING A READER

From the Hardware tab, click on the Readers icon, select a reader from the list and click on the Properties

button.
.‘t_ﬁ-\x Reader Properties B2-00-02-F6: K2 [ATRIUM R5485 Reader] L
- General Information Notes

Display Mame: |Entrance #1 “Notes

(= Enabled )

LED color madle: (CDVI (Red, Green & Blue) )

Red LED Output: ( Reader Red Light (82-00-02-F6-1) D!

Green LED Output: ( Reader Green Light (82-00-02-F6-2)  ~ ).

Buzzer Output: l:_ Reader Buzzer (B2-00-02-F6-3) "')

Disable Keypad Code (26-bit): (O Enabled )

e e
Save Cancel

General Information

+ Display Name: Identifies the reader throughout the ATRIUM software. We recommend using a
name that is representative of the reader.

e Active: When selected, activates the usage of this reader.

¢ LED color mode: Identifies if the reader has a 2 or 3-color LED. Choices are Generic (Red &
Green), CDVI (Red, Green & Blue) and Digital-F (Feedback).

¢ Red LED Output: If there is a red LED associated to the door reader, select the red LED’s output
name, otherwise, leave it unassigned.

e Green LED Output: If there is a green LED associated to the door reader, select the green LED’s
output name, otherwise, leave it unassigned.

e Buzzer Output: If there is a buzzer associated to the door reader, select buzzer’s output name,
otherwise, leave it unassigned.

+ Disable Keypas Code (26-bit): When enabled, it will bypass the keypad family codes (0 and 255)

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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MACROS

Macros are used to cause an action on a device when triggering on an event. The macro instructs a device to
perform a specific action like Activate Relay, Lock Door (Latched), etc.

The ATRIUM application allows the creation of a macro by selecting the trigger event and the resulting
command. Up to 100 macros can be created.

O All macros of the ATRIUM access control system are saved on the 2-Door Controller module.

From the Advanced Configuration tab, click on the Macros icon.
Select the Macros tab and click on the Add button.

A fiteui « COW1 Dewrn - | ®
| Dubboant  Pardwae || dsanced Configeation | Aeeset

L . B >

Macros | E-biain  Cameras DEsfie Readers Sobal Settings

| Frogeunming | MIFABS TIfSFin Conhguration | Moial Sattinge Confiqurstian)

T Wacet| Counters | times | Command Graups |

| 1 i JF'.'J
| & |rvecement |2 [anooozre | [

B
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ADDING A MACRO

5& Macro Properties )
r General Information
Display Name: || | | ;IotNotes
~ e5
@ Enabled D
Schedule:K - I)
r Trigger Event
Type: (Outputs v)
Event: ( Output Deactivated ~)
Event Detail: ( )
Entity:E - | }
User:( | )
r Outcome
Type: (Outputs v)
Command: (Deactivate Output v)
Entity:K v | }

General Information

Display Name: Identifies the macro throughout the ATRIUM software. We recommend using a
name that is representative of the macro.

Enabled: When selected, activates the usage of this macro.

Schedule: Select the schedule which will define when the macro can be used.

Trigger Event (see "Trigger Event”, page 94 for details on “'Trigger Event'’)

Outcome

Type: Select the type of device/action with which the macro will be triggered.
Event: Select by which event the selected type will trigger the macro. Empty means any event.

Event Detail: Select by which event detail the selected event will trigger the macro. Empty means
any event detail.

Entity: Select by which entity of the selected type the macro will be triggered. Empty means any
entity.

User: Specify by which “User” the macro will be triggered. The “User” list is only available when
the type “Area” and one of his event is selected (Access to area granted, access to area denied,
user entered area and user exited area).

(see page 95 for details on “'"Outcome’’)
Type: Select the type of device with which the macro will do a resulting command.
Command: Selecte which command the selected type will do.

Entity: Select the entity of the the selected type with which the macro will do a resulting command.
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TRIGGER EVENT

Select the device type, the event and the entity that will be used as the trigger event. The entities are listed
with the format “"Module Serial #: Display Name”.

Type ‘ Event

Access Granted, Access Denied, Area accessed, Area Alarm Restored, Area Armed, Area

Areas Arming Request Sent, Area Disarmed, Area Disarming Request Sent, Area exited, Area
Intrusion
Batteries Added, Battery Absent, Battery Absent Restored, Deleted, Edited, Low Battery, Low Battery

Restored

Deleted, Edited, Enrollment mode started via input alarm, Enrollment mode started via
Card Enrollment Programming Card, Enrollment mode started via controller button, Enrollment mode stopped,
Enrollment mode stopped via Programming Card, Enrollment mode timeout

Added, Deleted, Door Alarm/Ajar, Door Alarm/Ajar restored, Door Bypassed by Emergency
Input, Door Closed, Door Disabled, Door Enabled, Door Forced, Door Forced Restored, Door
Lock, Door Locked, Door Open, Door Power Restored, Door Power Trouble, Door Pre-Alarm,
Door Pre-Alarm Restored, Door Relocked (First Access/First Man in Cancelled), Door Restored

Doors by Emergency Input, Door Trouble (Contact), Door Trouble (Lock), Door Trouble Restored
(Contact), Door Trouble Restored Lock, Door Unlocked, Door Unlocked by “First Access/First
Man In”, Door Unlocked by Operator, Edited, Lockdown access granted, Lockdown started,
Lockdown stopped, PIN missing, User Entered using Door, User Exited using Door

Firmware Added, Deleted, Edited, Firmware Update Completed, Firmware Update Started, Firmware
Validation Completed, Web Page Update Started

Holidays Added, Deleted, Edited, Holiday ended, Holiday started

Inputs Added, Deleted, Edited, Input Closed, Input Opened

Lockdown Added, Deleted, Edited, Lockdown started, Lockdown stopped

Added, Deleted, Door Lock Activated, Door Lock Bypassed by Emergency Input, Door Locked
Locks Deactivated, Door lock power restored, Door Lock Power Trouble, Door Lock Restored by
Emergency Input, Edited

Added, ATRIUM PC Service Logged In, ATRIUM SDK Logged In, Deleted, Edited, User Locked

Login Out-Permitted login attempts exceeded, User login-ATRIUM software, User login-ATRIUM web
page

Macro Counters Added, Deleted, Edited,

Macro Timers Added, Deleted, Edited, Macro Timer has been reloaded

Modules Added, Deleted, Edited, Expander replaced, Module replaced

Outputs Added, Deleted, Edited, Output Activated, Output deactivated

Added, Deleted, Edited, Primary Power Failure, Primary Power Failure Restored, Primary Power

Primary Power Trouble, Primary Power Trouble Restored

Readers Added, Card Read, Deleted, Edited
Relays Added, Deleted, Edited, Relay Activated, Relay deactivated, Relay pulse mode activated
Schedules Added, Deleted, Edited, Schedule ended, Schedule started

Smart Supply Added, Deleted, Edited, Smart Supply Trouble, Smart Supply Trouble Restored

Outputs

Sub-Controllers Module Missing, Module Reconnected

Tamper Switch Added, Deleted, Edited, Tamper Restored, Tamper Trouble

User Added, Deleted, Edited, User counter has been decremented, User counter has been set, User

counter has reached zero
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OUTCOME

Select the device type and the command then select the entity on which the command will be applied. The
entities are listed with the format “Module Serial #: Display Name”.

Type ‘ Command

Areas Arm, Disarm
Doors Disable_access (reader), Enable access (reader), Grant Access, Lock Door (permanent), Reset
Door, Timed Unlock, Unlock Door (Latched)
Inputs Bypass, Unbypass
Lockdown Start, Stop
Outputs Activate Output, Deactivate Output, Timed Activation
Relays Activate Relay, Deactivate Relay, Timed Activation
Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO

Select a macro from the list and click on the Properties button. See "Adding a Macro” on page 88 for more
information.

DELETING A MACRO

Select the macro from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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ADVANCED MACROS

Atrium now offers Advanced Macros, with these, you can program functions to be performed on any event in
real time.

The event must be generated on the module itself (locally). If the event is from another controller, you must
program the Macro for that controller. Each controller can manage 100 macros. The resulting command can be
executed/run on the same or any other controller.

MACRO COUNTER

Generic, power and flexible counters allow you to tally and manage occupancy in real time.

Examples for a macro counter application include parking lot management and user group management
(limiting the number of people in a fitness center or on a production floor).

From the Advanced Configuration tab, click on the Macros icon. Select the Counters tab and click on the
Add button.

¥ Atrium « OOV Do o ®

£ | Daskboand Harchwars bbvanced Cantguraton || Atcounty

i 3 @

Wacas |[-Mails Cameras CiLSFire Feaden: Glabel Renirgn

Frogesermng MIFARE T1F5Fim Canfiger st | | Gioha! Setlings (onfiper st

Macros || l:mm\r lhun\i" Lcmm:rnd;'.imum.]

ADDING A MACRO COUNTER

g& Macro Counter Properties

~ General Information
Motes
Display Name:l | ;I
r Notes
Module: &

 Options

(D Auto Reload on Boot Up )

(D Auto Reload on Zero value )

(D Auto Reset on Count Maximum value )

(D Allow Overflow on Count Maximum value )

Counter Maximum Value: ns
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General Information

o Display Name: Identifies the macro counter throughout the ATRIUM software. We recommend
using a name that is representative of the macro counter.

e Enabled: When selected, activates the usage of this macro counter.

e Module: Select which module the macro counter will be saved on.

Options

e Auto Reload on Boot Up: When selected, the counter will reset to the Max value after the board is
rebooted (due to power failure or service).

o Auto Reload on Zero Value: When selected, the counter will reload to the maximum value once
the count reaches zero.

¢ Auto Reset on Count Maximum value: When selected, the counter will reset to zero when the
count reaches maximum value.

o Auto Overflow on Count Maximum value: When selected, this allows to count to exceed the
maximum value.

e Counter Maximum Value: Set the counter’'s maximum value.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO COUNTER

Select a macro counter from the list and click on the Properties button. See "Adding a Macro Counter” on page
93 for more information.

DELETING A MACRO COUNTER

Select the macro counter from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO TIMER

Macro Timers add the flexibility of timed actions to a macro.

From the Advanced Configuration tab, click on the Macros icon. Select the Timers tab and click on the Add
button.

A Atraam « COW1 Dwing m] x

fupeanced Canfiguation || Atcoceti
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ADDING A MACRO TIMER

A Macro Timer Properties =
General Information /ﬁ
Display Name:” | ‘:I tl':tes
~ No
& Enabled )
Module: ( = I)
r Options
(D Auto Reload on Boot Up ]
© Periodic !
pays|___ O
Timed (HH:MM:SS):
=
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General Information

o Display Name: Identifies the macro timer throughout the ATRIUM software. We recommend using
a name that is representative of the macro timer.

 Enabled: When selected, activates the usage of this macro timer.

e Module: Select which module the macro timer will be saved on.

Options
e Auto Reload on Boot Up: When selected, the timer will restart after a system reboot.
e Periodic: When selected, the timer will repeat.
¢ Days: Set the amount of days the action will be performed.

e Timed (HH:MM:SS): Set the amount of time (hours:minutes:seconds) the action will be
performed. Which will be added to the day if applicable.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO TIMER

Select a macro timer from the list and click on the Properties button. See “"Adding a Macro Timer” on page 95
for more information.

DELETING A MACRO TIMER

Select the macro timer from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO COMMAND GROUP

Macro Command Groups permit the creation of multiple doors, inputs,relays, outputs and areas.

Grouped objects are managed in Macro Commands. (see Macro Commands p.92)

From the Advanced Configuration tab, click on the Macros icon. Select the Command Groups tab and click
on the Add button.

A Atraam « COW1 Dwing m] x

| @ | Daskbeand Harshwans fsboanend Configuaation i et

3% b & B A

||Mecros | E-Maits Cameras Litsifre Readers (Gobal Settings

|

I Progiesming | MIFASE DfSFim Configunition | @etal Settings Confguration [

Wacros | Counters || Tamens [ 5 Command Geoupe |

ADDING A COMMAND GROUP

i

@ Macro Command Group Properties

r General Information \
| - Notes

Display Name: ||

@ Enabled D

Module; ( b |)

Type: (_Outputs - i
Entity: (_Select ltem - D

- Command Group

Save Cancel

General Information

¢ Display Name: Identifies the command group throughout the ATRIUM software. We recommend
using a name that is representative of the macro command group.

¢ Enabled: When selected, activates the usage of this macro command group.

e Module: Select which module the macro command group will be saved on.
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Command Group
o Type: Select the type of device/action with which the command group will be triggered.

e Entity: Select by which entity of the selected type the command group will be triggered.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A COMMAND GROUP

Select a command group from the list and click on the Properties button. See “Adding a Command Group” on
page 97 for more information.

DELETING A COMMAND GROUP

Select the comannd group from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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EMAIL NOTIFICATIONS

Email notifications are used to notify the recipient of this e-mail on the status of the system. You can choose
which schedule, the type of entity and any specific event you wish to receive email notification. You must
configure the email setting, see page 74, for the email notification option to work correctly.

@ You must add the email notification on the module to which the entity type selected was connected.

From the Advanced Configuration tab, click on the Emails icon.

£ Agrium « CINI Deera o w
| febvarnd Conligusalion Ascourty

|| Mscros| E-Aalis |Camneras DESFire Readers okl Settings

[

| o —— WAIFARE D SFire Carfqurihon || Giahal Sereege Canfauraben

ADDING AN EMAIL NOTIFICATION
Click on the Add button. The following window will pop up.

,ﬁ Email Properties | X |
r General Information  E-mail Information
Display Name:l | To |
@ Enabled ) Ce
Schedule:K ~|.] Bec
Subject
~ Trigger Event Message
Type: (Dutputs v]
Event: (Output Deactivated v]
Event Detail: f: )
Entity:K - I ]
Uzer ( I )
o
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General Information
+ Display Name: Identifies the email notification display name
 Enabled: When selected, activates the email notification.

e Schedule: Select the schedule which will define when the email will be send.

Trigger Event

Type: Select by which type of device/action email function will be activated.

Event: Select on which specific event email function will be activated.

Event Detail: Select on which specific event detail email function will be activated.

Entity: Select by which entity of the selected type email function will be activated.

¢ User: Specify by which “User” the email will be triggered. The “User” list is only available when the
type “Areas” and one of his event is selected (Access to area granted, access to area denied, user
entered area and user exited area).

E-mail Information
¢ To: Enter email receiver
e Cc: Enter carbon copy email receiver.

¢ Bcc: Enter blind carbon copy email receiver. (other email receiver won't see is email address)

Subject: Enter email subject.

Message: Enter any relative message of sending email.

MODIFYING AN EMAIL NOTIFICATION

Select an email notification from the list and click on the Properties button.

DELETING AN EMAIL NOTIFICATION

Select the email notification from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.

TESTING AN EMAIL NOTIFICATION

Select the email notification from the list and click on the Test button. An email will be sent to the specified
address in the notification email.
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CAMERAS

See who is at the door and what is happening within ATRIUM’s web page. Up to ten IP cameras can be
associated to a controller and expanders. Configuring the camera is done via ATRIUM's software or web page.

Supported IP cameras:
e AXIS P3304
¢ Vivotek FD8162

Supported formats:
e MIJPEG

From the Advanced Configuration tab, click on the Cameras icon. Then, click on the Add button.

@ A maximum of 10 cameras may be assigned per controller.

A At - S04 Dy - O X
[P [ Y (USRS — P

|=,:'-.*- Ll | B @

| Macroa: - [-Maits | Cameras DEYioe Readers Clobal Settingu

Vrugrammmng | MIFARE Dt e Conlimnatun | fiebil Setlings Conlrgorstion|

o Cameras
lm’ -":D-.-'.-.'.f'.-if {_ 7 — }
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ADDING A CAMERA

ﬁ.‘ Camera Properties

~General Information ]'r o Liwve Fﬂ:dY Nates
Display Name: "

(] Enabled )]

~ Configuration

{- Find Camera 1

( Vivotek Camera ]

Camera Configuration Url; i.
Host URL:

Host Port: 80 =

Host User Name:

Host Password:

Live Feed URL: E}.

Video User Name:
Video Password:
FTF URL:

FTE Port: AN
FTP User Nams:

FTP Password:

Stant Recording Command: | fogi-binfadmin/setvogitvid=1

End Recording Command: | fogi-binfadmin/setviogitvid=0 L» I (m i ( ‘1} 1 ___‘

l:l:l Advanced Configuration ]

Save I Cancel i

General Information

e Display Name: Enter the camera display name. This name will appear in the list of cameras
added to the system.

e Enabled: When selected, activates the camera.

Configuration

obtain camera IP address and port setting. Vivotek model FD8162 has been pre-configured in ATRIUM

d Before configuring camera, refer to the camera’s manual, web page or network administrator to
software. Other VIVOTEK models may also work.

¢ Find Camera: Click the Refresh button to find the camera(s) on the network. Once selected fill
out the fields accordingly.

When you fill out the field “Video User Name” and “Video Password”, this will automate the login
process when viewing the camera in ATRIUM’s web page. If this information is omitted, the camera
will request the username and password every time you view it.
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¢ Vivotek Camera:

When choosing “Vivotek”: The "VIVOTEK Properties” window will appear asking to fill out
general settings and set desired parameters:

ﬁ.\ Vivotek Camera Configuration

FHedn LRL:
Hest User Name:
Host Passwond:
Huost Port: | Hl:l—:-
FTF UKL
Fledart| 21 5
FTP User Name:
FTP Paguword;
Start Recording Command: | fogi-bin/sdmin/sttvi.cgifvil=1
Erd Becordmg Command: | fegi-infsdmmysetw.cgifnl=0

Date & Time

Firmvvare Viersion

Cuery Information Host Mams

Maodel Name

Serial Number

BAanaal tricgger 1 save video clip from video stream 1 an

( Sel Video Clip Fvénd Pararmetens l'SL'I et

( stan viteo Clip Recording ) { Stop Viseo Clip Recording ) (_ Show Video Clips )

(x)

Advanced Configuration

(@ Advanced Configuration )

Advanced Configuration
Type: ( ')

Resolution Ratio: ( ')

Size Ratior  Width: Height:

Sound: (£ Enabled

e Type: Select one of the stream types.

Resolution Ratio: Select one of the resolution ratio.

Size Ratio: Manually enter the width and height of the screen.

Sound: If the camera has a microphone, enable the Sound selection.

needs to be fine tuned. This is usually not required. It is easier to select an alternative Stream profile

@ The “Type”, “Resolution Ratio”, and “Size Ratio” fields may be used if the Stream profile selected
to obtain the best results.

Live Feed Tab: The live feed of the camera can be viewed in the Live Feed Tab.

Notes Tab: Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.
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ASSOCIATE THE CAMERA TO A DOOR

From the Dashboard tab, click on the Doors icon, select/highlight a door in the list and click the Properties

button.

s Ariam - Manwugd = o x
a8 | Diathbaard || Hardwars  Advanced Corfiguration Accounts

oé h = H 8 8% NEn{RTE ST B O &£

Users Cordh | Hobddps Schedules Areas  Acpess Levels Access Level Geoups | | Doais| Reles nputs Oudputs || Cabs Floods Fioor Leveh || Confsgaiation | Events. REpodts Enghish

| Coecemeab | Asceds Consgurabian | Lontial Labs |_Locksown || Mendoring | | Langusges

E Properics 1:{_,_“_.“- FT— 1_}_:'{;_\_-_,5..~ Aroess 1J1 Repor __i [ Fin 1 [ Biow e

| B |Az-20-trTrDoerd |1 | AZ-20-F-T7 i — | £} | Docrlockit | Decr 01 Conmect Reader 01 | |
B | Axzo-ir-rnDooraz | 2 [ Az-zo-ie-ry i = B | bowiodod | Doo o Contet Reader 02 o o

| & |aza0-Fpepooror |1 | azizo-ene o = £ | Door o1 Lock | Dooron comact Reader 01 o o

| & | a2-20F-DEDoor02 | 27 | AZ-20-15-DE ) = f1 | Doce02 Lotk | Door 02 Cormect Resder 02 o o

In Advanced view,

associate the camera to the door by selecting it in the Camera field.

door. A maximum of 10 cameras may be assigned per controller.

%

You can assign 2 cameras to one door. Simply assign a camera to both sides (Side A - Side B) of the
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DESFIRE READERS

DESFIRE APPLICATION ID

ATRIUM’s KRYPTO system automatically generates a unique DesFire Application ID (AID) and associated key
sets. This site-specific AID is identified as "AID ATRIUM KRYPTO” in the system. This unique, site-specific
ATRIUM KRYPTO AID is automatically uploaded to the KRYPTO readers by the A22K KRYPTO controller. No
programming app or external intervention at the readers by the service technician is required. Optionally, the
ATRIUM KRYPTO system operator can create a “custom” AID if preferred. Simply click the "ADD” button to
create a custom AID. Whether you choose the automatically generated ATRIUM KRYTPO AID or create a custom
AID, it is strongly recommended to create a Configuration Card containing your system’s AID for disaster
recovery purposes. The Configuration Card is required to initialize the reader with your AID upon original
implementation of the system (for a custom AID) , after a power failure, reader tamper alarm or when replacing
system controller hardware (ATRIUM KRYPTO or custom AID). Store this Configuration Card in a secure place
for future retrieval as necessary.

From the Advanced Configuration tab, click on the DESFire Readers icon. Double click on the default AID to
modify or click on the Add button, to add a new one.

| Atrium - CDVI
g&, Dashboard Hardware I Advanced Configuration l Accounts

O b . 'y @

Macros E-Mails Cameras DESFire Readers Global Settings

Programming MIFARE DESFire Configuration || Global Settings Configuration

. DESFire Application ID | DESFire Readers |

I Add i ( Properties ) ( Delete ) ( Load AID from Configuration Card )

WA AID ATRIUM KRYPTO | 1 | AA-00-02-FO

- Add: Manually add/create your custom DESFire Application ID (AID).
- Properties: Displays all the relevant key set information of the selected AID.
- Delete: Removes the selected AID from the system.

- Load AID from Configuration Card: Select the most conveniently located KRYTPO reader to
scan your Configuration Card containing your custom AID.

B Reader ———
Misdutes Feaders
C ) C )
& Syilem o
4RI [2-Door Comroler] (AR-00-02-F) Ervtrancs #1 [K3-R2000IF6 Rasder Port 1] Crline
4 Baaders? [RE-425) Wy Eifice JE1-E3000017 Raader Port 1] Gnkine
K ATRILIM BS54RS Renchar] [ILF-00-00-F6} ntrance £3 [K10T-B3002507 Resder fort 2] Cnine
K7 GATEILIM K485 Reacler] (31-00-02-7T) Prodkection (181000277 Reader Fort 2] Criine
4 SubModules

d- ALIE [2:Dovew Combealler] (2800, 20-£8)
Eggareders 0 (R3435)
- Readeri 2 [R5-43%)
KART [ATRIMA B54A5 Reader] (R1-00-25-FT)

K [ATRILIL REARE Keypaed Paaced [E1-00-00-17,
[l [] r

Salested hem: Erdrancs 22 [CURT-B100I5ET Resder Paet 1) Dnlicd

(&) )
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gfé\ DESFire Application ID Properties AA-00-02-F0: A22K [2-Door Controller] -
J/ © Application Key Set (AI(S]Y Master Application ID - Tag LockY Notes\l
-General Information
Display Name: | AID ATRIUM KRYPTO |
o Enabled )
 Application Key Set (AKS)
Mewest Application Key Set (Application Key Set - A ') Application |D 0002F0
(B FID Encrypted )
~Application Key Set - A ~Application Key Set - B
(I:J Active Key ) (D Active Key )
. =] . —
AKS Version - AKS Version 2 =
Diversified Keys Diversified Keys
(& Enabled ) (& Enabled )
AKS System ID | AA0002F000TE AKS System ID | AAOOOZ2FO00TE

Application Key Master

T —————
Password:

Canfirm Password: |

Application Key Write
Passward: | etk

(e winrrs | FERE R R R R R R AR R R A A
Confirm Password:

Application Key Read

, [ttt bt
Password:

(e winrrs | FERE R R R R R R AR R R A A
Confirm Password:

Save Cancel

General Information
+ Display Name: Identifies the application ID (AID) display name
e Enabled: When selected, activates the application ID (AID).

Application Ket Set (AKS)

* Newest Application Key Set: Each DESFire application has two key sets, A and B. This is in order
to allow a smooth transition from existing key sets to new ones. By default the “"Application Key
Set - A” is active.

e Application ID (AID): This identifies the application (AID) installed and used by the system. Must
be a 6-digit hexadecimal between 0-F (3 bytes).

¢ FID Encrypted (File IDentification): When activated, adds an extra layer of secure
communication between reader and tag for File read/write manipulation. A 32-bit CRC (Cyclic
Redundancy Check) is calculated over the stream and attached to the transmitted data. The stream
is then encrypted with AES128 cryptogram.
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Application Ket Set - AorB

o Active Key: When selected, activates the application key set.

¢ AKS Version: Tracks key set version changes. Application key sets A and B must be different
otherwise the key set transition from A to B will not be possible. Must be a decimal number from 1
to 255.

* Diversified keys: Diversified keys enhance security even further. Activating this option ensures a
unique key set is assigned to each individual DESFire EV2 TAG on site. This is accomplished using
the tag’s unique number (CSN) and other encryption factors. If de-activated, a single, secure and
unique site-generated key set is assigned to all the DESFire EV2 tags used on site.

o AKS System ID: Used with Diversified keys. This is the seed value used in the key diversification
process. Must be a 12-digit hexadecimal humber containing letters A to F and numbers 0 to 9 (6
bytes).

o Application Key Master: The application key “Master” manages file creation and deletion. You
need to authenticate with this key to be able to create and delete files inside the application on the
DESFire credential. Must be a 32-digit hexadecimal number containing letters A to F and numbers 0
to 9 (16 bytes).

e Application Key Write: The application key “"Write” manages file writing. You need to authenticate
with this key to be able write to the files inside the application on the DESFire credential. Must be a
32-digit hexadecimal number containing letters A to F and numbers 0 to 9 (16 bytes).

o Application Key Read: The application key “Read” manages the file read. You need to
authenticate with this key to read from the files inside the application on the DESFire credential.
Must be a 32-digit hexadecimal number containing letters A to F and numbers 0 to 9 (16 bytes).

.“é‘x DESFire Application ID Properties AA-00-02-F0: A22K [2-Door Controller]

|/ Application Key Set [AKS)\ Master Application ID - Tag Lock\|/ Notesw
~ Master Application ID - Tag Lock

Newest Application Key Set (Application Key Set - A ')

110

~ Application Key Set - A

; Eh Active Key

AKS Version =

Application Key Master

Application Key Set - B

(D Active Key

AKS Version 2 =

Application Key Master

o | AREERRRAAA AR AR R AR R AR
Password:

o T P ——— AP
Confirm Passwaord: Co

; Save ; Cancel

Master Application ID - Tag Lock

¢ Master Application ID - Tag Lock: This key is the master key of the PICC (Proximity Integrated
Circuit Chip). By default, CDVI DESFire EV2 credentials use the default NXP mifare DESFire master
keys which are all 0 (32 digits). This allows the CDVI site application (AID) to be installed on
CDVI's DESFire EV2 card. The CDVI's DESFire EV2 credential will allow the installation and deletion
of other applications on the credential. You can prevent other application providers from using
CDVI DESFire credential by changing the default master key. The card will then be locked for other
application providers. Only the owner of the “Tag Lock” will be able to add or remove applications
on the DESFire credential. Must be a 32-digit hexadecimal number containing letters A to F and
numbers 0 to 9 (16 bytes).
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DESFIRE READERS

The DESFire reader tab is the place to change the operating mode of a KRYPTO card reader. You can also
convert any of the KRYPTO card readers as a programmer. The DESFire card programmer is a card management
tool used to; enroll a card, enroll a card with a custom number, read a card number, format a card, create a
DESFire configuration card or create an OSDP installation card.

| Atrium - CDVI
,:& | Dashboard Hardware [ Advanced Configuration | Accounts
] w ﬁ e |
O b ™ d L
Macros E-Mails Cameras DESFire Readers Global Settings
| Programming || MIFARE DESFire Configuration ||Global Settings Conﬁguration|
DESFire Application ID | . DESFire Readers

( Properties ) (Change Reader Mode ) (F:' 1d ) ( Show All ')

(selectal ) ( Unselect Al )

Enabled | Display Name | ID | Module Serial # | Parent Port Reader Mode Tamper Alarm
Y] Production 1 | B1-00-02-77 A22K [2-Door Controller]-AA-00-02-F0 | K1 Reader Port 2 Force Auto Program AID
| Entrance #2 1 | B1-00-25-E7 A2ZK [2-Door Controller]-AA-00-30-88 | K1BT Reader Port 2 | Force Auto Program AID
| Entrance #1 1 | B2-00-02-F& A2ZK [2-Door Controller]-AA-00-02-F0 | K2 Reader Port 1 Force Auto Program AID
kA My Office 1 | B3-00-00-17 A2ZK [2-Door Controller]-AA-00-30-8B | K3 Reader Port 1 Force Auto Program AID

Properties: Opens the properties menu of the selected DESFire reader. The selected reader will be
used for the following operations/commands:

e Create a New Card (recommended): Will generate a card number and register it in the card with
the programmer’s selected DESFire application. The card can be read by KRYPTO readers having the
same DESFire application and added, as usual, by the administrator into the ATRIUM system.

¢ Create a New Card with a Custom Number: You will be able to add a custom number and
register it in the card with the DESFire application selected from the programmer. The card can
be read by KRYPTO readers having the same DESFire application and added, as usual, by the
administrator into the ATRIUM system.

e Read Card Number: Reads and displays the card number that is written on the card.

e Format Card: Deletes all DESFire applications installed on the DESFire card except for the CDVI
“Master” application.

* Create DESFire Configuration Card: Saves the key sets and settings of the selected DESFire
application to a card. This in case of major forces like; building bruning down, irreversible vandalism
of the ATRIUM system, etc. You will be able to reinstall the same DESFire application in a new
ATRIUM system and users will be able to keep the same cards.

¢ Create OSDP Setup Card: Creates an OSDP setup card. This same card can be used for all OSDP
installations.
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g& DESFire Card Programmer B2-00-02-Fé: K2 [ATRIUM R5485 Reader]

DESFire EV2 Card Programmer

DESFire Application |D (Active) (ND ATRIUM KRYPTO ")l
Program Command_{_reate o blaw-CardL x|
i—Crszeaentars-resemrnendadim

Create a Mew Card (recommended) Execute J

Create a New Card with a Custom Number|

Read Card Mumber

Format Card
Create DESFire Configuration Card
Create OSDP Setup Card

Select from which “"DESFire Application ID"” the programmer will execute command. Choose a
“Command” from the drop down list, click "Execute”.

The selected KRYPTO card reader will start flashing green and red. A constant 2 second green LED
confirms success, a constant 2 second red LED confirms failure. The reader times out after 30 sec.
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Change Reader Mode: KRYPTO reader operating modes:

You can change the operating mode of one KRYPTO reader at a time or several KRYPTO readers at the
same time. Use “Select All” and “Unselect All” button.

g:é\, DESFire Card Programmer

Reader Configuration
Reader Mode |:' -

Force Auto Program AID
Reader Only
Update Application Key Sets

¢ Force Auto-Program AID (Default Mode): This is the default mode for all KRYPTO readers and
allows you to install the active DESFire application of a site on any DESFire EV2 credentials from
CDVI. The DESFire Application will automatically be transferred to the CDVI DESFire EV2 credential
once presented to the KRYPTO card reader. CDVI's DESFire EV2 credential can be added to the
ATRIUM system as usual thereafter. It will also allow the update of the key set (A or B) of the active
DESFire Application in the ATRIUM system.

The “Master” controller of each ATRIUM installation generates a unique DESFire application and its
key set per site.

e Update Application Key Sets: This mode is used to update the key set (A or B) of the active
DESFire Application in the ATRIUM system. While in this mode no other DESFire applications can be
installed on the credential. The DESFire application key set will automatically be updated once the
DESFire credential is presented to the reader (A to B or B to A).

e Reader Only: This mode allows the reading of cards with the DESFire application installed and active
in the ATRIUM KRYPTO system. While in this mode no other DESFire applications can be installed and
no key set updates can be made on the credentials. The DESFire application can be installed on each
new card using the “"DESFire EV2 Card Programmer” of the ATRIUM system. See chapter 5, "DESFire
Card Programmer” to know how to manually program a DESFire card.
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GLOBAL SETTINGS

Global configurations will be applied on the entire ATRIUM system site. Here are some applications:

GDPR Configuration (General Data Protection Regulation)

In many countries, companies must ensure they’re in compliance with General Data Protection Regulation
(GDPR). Controllers and processors of personal data must put in place appropriate technical and organizational
measures to implement the data protection principles.

Click on “"Save” after each change.

Atrium - COWI

A |
{& Dashboard Hardware [ Advanced Configuration l Accounts

0 [ & iy @

Ma-c.ms E-Mails Cameras DESFire Readers Global Settings
| Programming || MIFARE DESFire Configuration ||GI|::-I::-aI Settings Configuration

[ Global Settings |

Site Mame: | CDV| Test

I(, GDPR || UserCode |
GDPR Configuration ‘
(O GDPR Enabled )

. [=]
Grace Peried Days mﬂ

o Site Name: Enter the name of the site that will be displayed in the ATRIUM BT application.
e GDPR Enabled: When selected, activates the CNIL (GDPR) feature.

¢ Grace Period Days: Will keep personal data for the period chosen, by default, 90 days. After this
period has elapsed, no personal events will be displayed or stored.
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User Code

By default the keypad code length is 5-digits (between 00001 and 99999). It can be changed ONLY if you have
the “Installer” User rights. The default code length can be changed from 5 up to 8 digits or variable (between 1
and 8 digits). In variable digits mode you must type “#"” or "B” on CDVI keypad after the sequence in order to

activate the command.

Click on "Save” after each change.

Atrium - COWI

al

g& Dashboard Harclware [ Advanced Configuration l Accounts

S b = i Y

‘ Macros E-Mails Cameras DESFire Readers Global Settings

g

MIFARE DESFire Configuration | |Global Settings Configuration

Prograrnming

[ Global Settings |

Display Mame: CDVI Test

CNIL ) User Code |
{ User Code Configuration ‘ |

User Code Length (" g5 Digits .
i5 Digits

6 Digits (save ) ( Cancel )
7 Digits

8 Digits
Variable Digits
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INTRUSION (ALARM) INTEGRATION

Arm/disarm an intrusion detection system (burglar alarm) with a card The intrusion detection system must
support key switch arming.

These are the options and advantages when you implement this feature:

e Select which cards have this capability.
0 Some cards may have the capability to arm and disarm.
0 Some cards may only arm.
0 Some cards may only disarm.
e Present the card to the reader 2 consecutive times (double-swipe) to arm.
e Present the card once (single-swipe) to disarm.
e View the armed or disarmed status in real time within the ATRIUM software or web page.
e Arm or disarm the intrusion (alarm) system from your smart phone, tablet or any web-enabled devise.
e Use a simple mouse click to arm or disarm in the ATRIUM software.
e Monitor the alarm condition of the intrusion (alarm) system when it is armed.
e Let ATRIUM send an email when an intrusion (alarm) is detected.

ENABLING INTRUSION (ALARM) INTEGRATION

From the Hardware tab, click on the System Overview icon.
Select the Master controller from the list and click on the Properties button.

Fo At « C0 Dhesna (m]

| Dashboand Advanord Canfguration Ascounts

N 1 ] 1 G ’ {ZJ B‘
Batem Dverdew fnputs Sunpuis Lecks Releys Dells  Temper Sadich Readen
Fartane
o Systern Cverview |
N Coroparsas | (owiens 3 (o) (ptond rummsee ) (Syetem stamn ) ( nnsor Dngrone ) (oot ) (_tocate | ) ( Symehwosiz | =) ( Revoct ) (ractory votaons | )
|
W Exrare 2 Colagse A Fufresh Sabd B 3 Module
|G e e 3 y .
a ¢ onnecten Preperties Online : ARAD02-FO Display Mame AF7H [2-Deer Conteode]
o e | ) e
£33 [ Dtn Conteober) (A5-20-05-E8),  Cnline e wratbaiben AR D000 T
i WAL Addrese BRIECCATAZFG
m;..u 1P Adsdrese 192168163
Firmware Wersion: 1100340
Resders v
B PO Mergsore 1100340
AERs
Dovni Lk
Vohage Leck
Reisns
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From the Module Properties window, expand the Advanced Options tab.
Select the Integration tab and check/enable Intrusion (Alarm) Integration. Click the Save button

i | X |
#°\. Module Properties -
r General Information ~ Metwork Settinng Meode of Operation Y Card EnrollmentT Time Zone T E-mail Settingsw
Display Name: |A22K [2-Door Controller] ~Options “Module Connection Key:
Product Code: | A22KM (El Uses DHCP ) Password:
Serial Number: 2-F0 )
. ) MAC Address: 00:1E:CC:02:A2:F0 Confirm Password:
Firmware Versicn:
IP Address: 192.168.1.67 o
1 192.168.1.254
e (= Uses HTTPS )
Subnet Mask: 233.233.255.0
R @ Redirect HTTP to HTTPS )
DNS IP Address: 192.168.1.7
Software Port| 10000 [ (o Redirect SDK HTTP to SDK HTTPS )
Web Port| 80 ] Web Port:

~ Advanced Options |
[, MoniloringT Primary PowerY Battery | - Integration I Licensew

Options

| Intrusion (Alarm) Integration M |
CNIL {Delete events after 90 days) [
Unlock if Armed [
Don't Show Arming Status [
Global Access Level Bi
Master Contraller Ba

[Gooy| e
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You can arm an alarm system by double-swiping the card to the reader. You must enable the "Double Swipe”
option for each door to which you want to apply this option.

From the Door Properties window (display basic view by default), click the Advanced button.
Check/enable Double Swipe then click the Save button. Repeat for each door you want to activate “"Double

Swipe” arming.

Extended Unlock (seconds):
Open Too Long Pre-Alarm (seconds): =

Open Too Long Alarm (seconds): 15 lq

Camera Events:

Q

No camera event selected

‘1 -0 Camera Events:

Q

No camera event selected

7\ Door Properties AA-00-02-F0: A22K [2-Door Controller] =
- General Information r; Configuration\( EventsY Notes]
Display Mame: Porte Production . =
Side A Side B
( copy Nameta 2l ) (& Enabled ) o e
~Schedul ( - |] (Por‘te Production (AA-00-1 | ]
Unlock Schedule: CScheduIe Mever - u ) »2-%
.“gj. | Contact Input:
(D Unlocks on First Access/First Man In ) 'l' (Porte Production (AA-(v | ]
Opti
(D Relocks On Door Open )
REX: = REX:
CE’ Relocks On Door Close ) C A | ] ‘ (Por‘te Production (AA-00-1= | ]
(D Can Be Left Open )
= " Reader: Reader:
| & PouDichIpS DI (Porte Production (B1-00-C~ [ .. ) [ ~ 1.0
(EI Lockdown Enabled )
r Update User Location On...
(. Access Granted )
( Door Open ) F Lock:
Timing . CPorte Production (&= | ]
Unlock Time (seconds): Garnera C - I ] TermEE) C - I ]

©

Decrement Counter

)| | @

Decrement Counter

)

CNormaI

=

~ Unlock Options

@  c  |O .and PIN

[Rccess Mode

PIN Schedule: (_Schedule Never

hd I

@
©

Keypad code

REX | £ even If Door Open

T I

REX Schedule: (_Schedule Never

©
©

Interlock Cn This Side

)
o
),
)
)
)
)

Two Man Rule (chaperone)

~Unlock Options

@  ca  |O ..and PIN

PIM Schedule:( Schedule Never

i I

@

Keypad code

)
)
),

REX ... even If Door Open

@

[=

)

REX Schedule:(_Schedule Always

-1

©

Interlock On This Side

)

©

Two Man Rule (chapercne)

)
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SETTING AREA

O Any readers associated to an area, can be used to arm and disarm the intrusion alarm system.

From the Dashboard tab, click on the Areas icon.
Select an area from the list and click on the Properties button.

F Atrizm « SOV Dema m] o
i || asnboard || Haed fiduanced Configurati e

ofh #|H § $ RMNEH (@ T * a4 0L &

Users Caeds | Holideys Schedule] Areas [rcess Levels Arcess Level Groups || Doors Relnys Inputs Cwiputs || Cabs  Fioors Fioor Levels || Stant Lockdows Comigurabon || Everts Reports || English

| Credentials || Aaiess Lol 1| Contral | Cabs 1L Lotkd | Montorn Langusg

o Areas - T
proparsies J|[[ Dolece . Shore Status. | { Disarm J

A2 I005-E8: Area Doer 01 1 AZ-Z0.05-EE "
4220088 Area Deer0d | 2 [ a2a0.08.08 31 I
Peete Produzban 1 | as.00-00-0 O ﬂ
Parte K2 3 | asno.00.r0 41

From Area Properties window. Select Integration tab

A0 Areo Froperties Caal
BGeneral Infnrmatinn T integention | Events | Mates |
Displey Mame: AZ-20-17 7T Acen Doe 01 ] [
—| 2] Sratied g
Armed Seatis input:( |
Abgarn Staties gt [ =13
System Contr Output(_ |
outpt types (Vi B)
Pukie tirme: | 7

@ rabioc J

(e ) (CCwnenl

Integration
e Enabled: Check Active to activate this area to arm and disarm the intrusion (alarm) system.

e Armed Status Input: Select an ATRIUM input that will monitor the “armed” or “disarmed” status
of the intrusion (alarm) system. ATRIUM will send an arming request to the intrusion (alarm)
system only if the Arm Status Input state is in “disarmed” condition. The intrusion (alarm) system
must be configured to activate a programmable (pgm) output when it is armed. Connect an
external dry contact relay to the programmable (pgm) output and the selected ATRIUM input. Refer
to page 122 to view the connections.
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Integration (continued)

¢ Alarm Status Input: Select an ATRIUM input that will monitor the alarm status of the intrusion
(alarm) system. The intrusion (alarm) system must be configured to activate a programmable
(pgm) output when it detects an alarm condition. Connect an external dry contact relay to the
programmable (pgm) output and the selected ATRIUM input. RRefer to page 122 to view the
connections.

o System Control Output: Options include either the dry contact relays (RLY1/RLY2 on the
controller) or any of the reader outputs.

e If a reader output is selected, you must de-activate (leave the output field blank) its
default settings in the Reader Properties menu. See page 90 to view the reader output
configuration settings.

5 | X" |
gfé\» Reader Properties AA-00-02-F0: A22K [2-Door Controller] -
~General Information [ . Notes ]

Display Name: Reader 01 _Notes
(= Enabled )
LED color modle: ( CDVI (Red, Green & Blue) )
Red LED Cutput: ( Reader 01 Red Light (44-00-02-F0-1)  ~ )
Green LED Cutputs (_Reader 01 Green Light (AA-00-02-F0-2) ¥ )
BuzserOuput €
Disable Keypad Code (26-bit): '::El

e An external 12V relay must be connected to the selected reader output terminal. The
external relay is then connected to the key switch arming input.

e Output Type: Maintained or Momentary
e Maintained:
o The output will activate and remain activated when a valid double-swipe is detected.

o The output will de-activate when a valid swipe is detected.

e Momentary:

0 The output will activate for the amount of time defined in the Pulse Delay field and
de-activate when the time expires.

e Pulse Time: Amount of time, in seconds, the selected control output will activate.
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ENABLING A USER TO ARM/DISARM.

From the Dashboard tab, click on the Users icon.
Select a user from the list and click on the Properties button.

A Atraam « COW1 Dwing m] x

Afconeti

i B o e oo
Bt @it § M WNEN(DE3I * 8 O &

Coaetls. || Mofdays Schedules  Areas  Acceoy Levels  Arcess Lewe! Groups | Doos. Relays inpuis Outputs || Catis Moows Floor Leveds || 36an Lockcown | Coofiguration || Events  Repocs || Engiith

@ {I cizlr } ( Bk DNt Laeeiiont b Lo I j (o Q‘W'-ﬂ'tlbv‘m] (W;D E

i | aommistrangR| usir dhccaas Livewt vy | 20010101 0000 =] = Syns izt Y 7
| = [wemues USER | Access Leved Alveays | 2074-08-04 00:00 &) B | Smchaized B
- et e Lt TR O [Sechwmered

From User Properties window, select Advanced View.

A User Properties =
[ General Information [ Credentials | AccessLevels | Floorlevels | Work | Home | Events | Notes |
FLI;I:::: |§;T|N|5TMTOR | [ Guas|__PINT System Login |
@ Enabled D
© Allow Extended Time )}
(8 Master Attribute - Card Enrollment Mode )
© Overrides Anti-Passback )}
CE-' Overrides Interlock )
(= Can Am )
(@ Can Disarm )
Activation Date:| 2001-01-01 00:00 ]
Expiration Date:| None m
Language: (English )
~C
(@ Enabled )}
Value:’mg
Expiration Dahe:| None |ﬂ|

m Save Cancel

Check Can Arm to activate the selected user to arm the intrusion alarm system
Check Can Disarm to activate the selected user to disarm the intrusion alarm system. Save your modifications.
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WIRING DIAGRAM

LOCK1  LOCK2
. .
12v ov 12V ov

24V DC INPUT Lock 1 | Lock 2
BATTERY | STATUS [sETTiNG [sETTING
MODULE TYPE

SYSTEM STATUS

@ cbvi

INPUTS/ ATRI UM

OUTPUTS A22
2-Door Web-Based IP Module

READERS INPUTS

DOOR 2 DOOR 1 DOOR 2

INPUT
POWER
SUPPLY

+24V DC

BATTERY | *f2vpe
(12V DC) Z

Locks ®

Green LED 1
Red LED 1

Green LED 2|
Red LED 2

Door Contact 1

Lock output 1

Lock output 2

N.C. Relay 1
N.O. Relay 2

External
Relay 1

External @
Relay 2

External relays are used
A to isolate the ground

between the two panels

By default the on-board relays
follow the lock output.

Cancel that option before
using relays for alarm integration.

How to cancel the relay
follow mode option from
the door lock output:

From the ATRIUM software select
the “Hardware” tab,

click on the “Locks” icon,

select a door lock and

click the “Properties” button.
Remove the relay (empty selection)
in “Relay Properties”

drop down menu then click “Save”

Intrusion
Panel
PGM1 set to: T %)
Follow Arm Status Al
El(0)
PGMZ2 set to: E Ok
Follow Alarm Status <
Z1 set to: § @
Key Switch Arming (0]
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ELEVATOR INTEGRATION

Integrating elevator control into Atrium allows you to manage up to 256 floors per account. To do this, convert
your main A22 (p.106) to an A22-EC, or add an A22 as a subcontroller (p. 9), then convert it into an A22-EC (p.
106).

Each A22-EC adds two cabs and can manage up to 128 floors (64 floors per cab). Up to 49 A22-ECs can be
added if more cabs are needed, but the total floors they manage cannot exceed 256.

Each A22-EC can have up to eight CA-A480-As connected to it in a “daisy-chain” formation through the RS485
Local Bus. An A22-EC with eight CA-A480-As controls 128 floors.

@ Elevator integration requires version 4 or above of the Atrium software and firmware.

WIRING OVERVIEW

The “daisy chain” wiring from an A22-EC to a CA-A480-A, to the next CA-A480-A (if used) is shown below.

CA-A480-A
Elevator \

Controller
B- @ >< @ A+
A+| O @ | B-
GND| @ ® |enD
12v|l @ @ |TAamMPER
@ |TAMPER
- A+
f S
—»
A22-EC GND

To Next CA-A480-A
Elevator Controller

The diagram on p.102 shows the connection of the A22-EC to a CA-A480-A and the cab readers and floors that
they manage. It also shows the jumper settings that can be used across all CA-A480-As.

The dipswitch settings for floor addressing and the DRM connection diagram are shown on p. 103. For more
information on specific settings, consult the CA-A480-A manual.
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READER CAB 1
(Relays on CA-A480-A)
Relay 1 = Floor 1
Relay 2 = Floor 2
Relay 3 = Floor 3
Relay 4 = Floor 4
Relay 5 = Floor 5
Relay 6 = Floor 6
Relay 7 = Floor 7
Relay 8 = Floor 8

RS-485

To
LAN/WAN

IP Port

8-Floor Building

CA-A480-A
Relay Module (16)

M C
B

e

o

A22 EC
Elevator Controller

SYSTEM STATUS

ATRIUM

A22
Web Based IP Module

(2-Door | 2-Reader)

INPUTS

V'
Reader Port Cab 1 Reader Port Cab 2

READER CAB 2
(Relays on CA-A480-A)
Relay 9 = Floor 1
Relay 10 = Floor 2
Relay 11 = Floor 3
Relay 12 = Floor 4
Relay 13 = Floor 5
Relay 14 = Floor 6
Relay 15 = Floor 7
Relay 16 = Floor 8

A
v
JUMPER SETTINGS
EOL= OFF
BIAS A+ = High
BIAS B-= High

The above jumper
settings can be used
on all CA-A480-As.
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Floor Addressing

CAA480A's Floor ADRESS 1
Address DIP Switches ﬁgﬁgggi
(1to4) ADRESS 8 CAA480A Elevator Controller

RLY COMMS

RLY OFF/ON
DRM ENABLED
PWR OFF/ON

CAB READER 1 CAB READER 2
A22-EC Up to 4 Elevator Controllers (CA-A480-A) per cab.
Floors Floors Floors Floors
1to 16 17 to 32 33 to 48 49 to 64
RS-485
<_ CAA480A |[[m | CAA480A || [ | CAA480A CAA480A
A1=0FF A1=0ON A1=0FF A1=0ON
A2=0FF A2=0FF A2=0ON A2=0ON =ForCab 1
A4=0FF A4=0FF A4=0FF A4=0FF
A8=0FF A8=0FF A8=0FF A8=0FF
Floors Floors Floors Floors
1to 16 17 to 32 33 to 48 49 to 64
CAA480A ||| | cAA4s0A |[[ | cAA4soA CAA480A
Al = "ADDRESS 1" DIP SWITCH A1=0FF A1=ON A1=0FF A1=0ON _
A2 = "ADDRESS 2" DIP SWITCH A2=OFF A2=0FF A2=ON A2-ON || = ForCab 2
A4 = "ADDRESS 4" DIP SWITCH A4=ON A4=ON A4=ON A4=ON
A8 = "ADDRESS 8" DIP SWITCH A8=0FF A8=0FF A8=0FF A8=0FF
Nylon Screws
(x4) =7 Destination Reporting

14&piglFlat Module (DRM)
DRM able
(CAA482P)

CAA480A

evator Controller

ADRESS 1
ADRESS 2

[RLY OFF/ON
~[IM |DRM ENABLED
'WR OFF/ON

Before connecting the DRM to the CAA480A, DIP
switches 7 (DRM ENABLED) and 8 (PWR OFF/ON)
from the CAA480A must be in the "ON" position.
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CONVERTING AN A22 INTO AN A22-EC

Go to cdvi.ca and log into the website using your username and password. In the Download Center, click on
Software and Drivers, then find and download the A22-EC firmware files. The steps below show conversion of
an A22 subcontroller. To convert a main controller, select it and continue with the steps below.

Return to the Atrium software, Emails

then select the A22 from the Sub- System Logs
Controllers menu and click on Upload Expanders
Firmware. 4 Syb-Controllers

Locate and Open the A22-EC .cuf firmware file downloaded from the CDVI website.

@ The A22-EC .cuf file must be loaded before the .pck file.

#: Open X

« v 4 » ThisPC » Desktop » A22-EC Firmware v O Search A22-EC Firmware yel

Organize * New folder ==~ T @
Name Date modified Type Size

3+ Quick access _
u AZZEC v4.00.0049.cuf 3/10/2017 11:03 AM  CUF File 645 KB

7 OneDrive [ ] A22EC_v4.00.0049.pck 3/10/2017 11:04 AM  PCK File 416 KB
[ This PC

[ Desktop

@ Documents

* Downloads

J‘l Music

=/ Pictures

m Videos

e Local Disk (C:)

- Local Disk (D)

&5 DVD RW Drive (E:) 14_01_2016 -

File name: | A22EC_v4,00.0049, cuf v| Upload Files (*.cuf;*.pck) A

When the firmware has finished loading, ] ]
click Install. Firmware ready to install

Mew Firmware Version: 4,00.0049

( Install )
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The A22 will go Offline and reboot. When
it synchronizes, select Module on the Mismatch
Database Mismatch window.

Mizmatch database with module A2-20-01-34,
Fdware database doesn't match module A2-20-01-34's hardware database,
Which hardware database do you want to use?
The ather one will be overwritten.

l::: Madule .\i ([ Computer i

Open and install the A22-EC .pck firmware file using the same previous steps.

# Open x
i » This PC » Desktop » A22-EC Firmware v O Search A22-EC Firmware P

Organize = MNew folder == + [ 0

] Name Date modified Type Size

# Quick access
D AZIEC v, 00.0049, cuf 3/10/2017 11:03 AM  CUF File 645 KB

7@ OneDrive [] A22EC_v4.00.0049.pck 3/10/2017 11:04 AM  PCK File 416 KB
I This PC

[ Desktop

E Documents

‘ Downloads

J) Music

&=/ Pictures

m Videos

i, Local Disk (C:)

s Local Disk (D:)

& DVD RW Drive (E:) 14_.01_2016

File name: | A22EC_v4.00.0049.pck v| Upload Files (*.cuf:™.pck) w

| Open | Cancel

This Sub-Controller will now be listed as an
A22-EC.

Emails
Systermn Logs

Expanders
4 Sub-Controllers

A22-EC [2-Reader Elevator Ctrl] (A2-20-01-54), Online
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FLOORS

Floors can be located within the same building or distributed between different buildings. The total number of
Floors in the account will be listed from 1 to a maximim of 256. If any Floors are located in other buildings,
you can rename the Floors to make finding them clearer (ex. Building B - Floor 1). Once floors are added you
can also find a floor by typing its name into the Find box.

=
- Access Level Gmupsj

(Add ( Properties ) ( Delete ) (:f;a; )
C I o

Ll

loao B Imln 1 1

From the Dashboard tab, click on Floors, then Add to open the Floor Properties menu and add a new floor.

28 | Hardware Advanced Configuration Accounts
- : |6l (] @ l:'l - ==
O P = E 8 AMAEh V@RS

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relays Inputs Outputs || Cabs | Floors| Floor Levels || E

| Credentials || Access Configuration || Control || Elevators ||_

3 o)
(Add ] ( Properties ) ( Delete ) (_::-,: )

Floor Properties: General Information, Public Access, and Notes can be modified here. Click Save
to keep any changes.

i

g& Floor Properties

r General Information

Display Mame: | Main Floor
(El Enable )

~ Public Access

Schedule ( Schedule 8H-17H =)

Schedule Never Save

Schedule Always
Schedule Programming
Schedule 8H-17H

Display Name: Create a display name for the floor.
Enabled: Enable (checked) or Disable (unchecked) the Floor.

Public Access: Select a schedule for the floor to specify when Users have free access to the floor
without requiring a Floor Level assigned to them. For more information on specific schedules, see
page 30.

Notes (tab): Click anywhere inside the box to add notes.
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CABS

From the Dashboard tab, click on Cabs, then select a cab and click on Properties to open the Cab
Properties menu. Each A22-EC adds two elevator cabs.

( Properties ) (.f;'~5 )

Enable | Display Mame: ID | Module Serial #
f AZ-20-01-54:Elevator 01 1 AZ2-20-01-54

B |AZ2-20-01-54: Elevator 02 (2 [AZ2-20-01-54

Cab Properties: General Information, Options, Notes and Buttons can be modified here. Click Save
to keep any changes.

g& Cab Properties -
- General Information (7 Buttons | Notes |
Display Name: | A2-20-01-54: Elevator 01 e
(@ Enable ) ("pelete ) (add ) ( Properties )
- Options Enable | Display Name: [ Floor | Relay [ input |
(L—J Destination Reporting Module :l
@ wd |D ...and PIN )
(@ Keypad code )
Readers ( Reader01(A2-20-01-54)  +)
Button Activation Time (Seconds):
ares: ~)

Display Name: Rename the floor cab.
Enable: Enable (checked) or Disable (unchecked) the Cab.

Destination Reporting Module: Enable (checked) or Disable (unchecked) an optional CA-A482-P
Destination Reporting Module, also known as a DRM.

Without a DRM, when a User presents their card at the cab reader for access, every floor the user
has access to is enabled for the default activation time of 5 seconds. The controller will register the
“Access Granted” event but will not know which floor(s) the User accessed.

With a DRM, the controller registers which User accessed the elevator and which floor was accessed.
Destination Reporting only allows one floor selection to be made per presentation of the card.
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Card, PIN and Keypad Code: If Card or Keypad Code are checked off, the User can have access
granted using either option. If ...and PIN is selected, the User will need to present a card and put
in a PIN (also known as a keypad code).

Reader: Select a different cab reader here if needed.

Button Activation Time: Modify the elevator button activation time from 1 to 254 seconds.
Area: Set the Area associated to the cab reader.

Notes (tab): Click anywhere inside the box to add notes.

BUTTONS

Click on the Buttons tab then Add to enter " . ButtunsY Nntﬁj

the Button Properties menu.

Buttons

[ Delete i Add J [ Properties )

Enable | Display Mame: | Floor | Relay | Input

Create a name then select the Floor, Relay, and (optional) DRM Input for this elevator button. Click anywhere
inside the Notes box to add a note. Click OK to save.

i

gfé\ Button Properties

- General Information [ . Motes

. = -
Display Name: |Cab 1 - Button 2 ~Notes

(L_J Enable )

r Settings

Floor: (: Second Floor v]

Relay: (_Relay E01:F02 (A2-20-01-54)  ~)

DRM Input: (_Input EDTFO2 (A2-20-01-54) = )

(oK ] | Cancel ]

The Relay and DRM input names will match up if they are wired in order. (Ex. Relay E01:FO1 will
correspond with DRM Input EO1:F01.)
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FLOOR LEVELS

Floor Levels function like Access Levels (page 40) except that they apply to an entire floor instead of applying to
an Area. From the Dashboard tab, click on Floor Levels to view them.

A Dashboard l Hardware Advanced Configuration Accounts

D@ B[ g 8 LGN @@= |0

Users Cards || Holidays Schedules Areas Access Levels Access Level Groups || Doors Relays Inputs Qutputs || Cabs Floors | Floor Levels|| Events

Credentials Control Elevators Maon

. Floor Levels
||: Add ‘ ( Properties ) ( Delete) (F:'nd )

fi |Floor Level None 1

Access Configuration

R |Floor Level All 2

& |Floor Level Programming |3

There are three default Floor Levels:

* Floor Level None: This floor level has Schedule Never, so there is no access to any floors assigned
to it. This can be modified.

¢ Floor Level All: This floor level has Schedule Always, so there is access to every floor assigned to
it 24 hours a day, 365 days per year including any programmed Holidays. This can be modified.

¢ Access Level Programming: This floor level has the Learning Mode schedule, so there is access
to every floor assigned to it 24 hours a day, 365 days per year including any programmed Holidays.
This can be modified.

Click on Add to enter the Floor Level Properties menu.

R Foor Level Properties -

~General Infarmation ]'_; FH'I'IT- Nm-\]
Dusplay Nulrlt:l ]

~Floors
(ﬂ Enabiled ) { Assign il: Unassign ) [ Add hl: Propertics ]

Schedule Never
Schedule Always
Schedule Programming

cdvigroup.com
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Display Name: Create a display name for the floor level.
Enabled: Enable (checked) or Disable (unchecked) the floor level.

Schedule: Select a schedule for the floor level to specify when Users have access to floors.

Floors: Assign or Add floors to specify which floors this floor level has access to. Click OK after
each selection.

- General Information

A Floor Level Properties

Display Mame: |Staff Floor Level

& Enable

rSchedule

Schedule (Schedule 8H-17H

¥ FInnrsY Notes\l

Floors

[ Unassign ]f Properties )

A Floor Selection

Floor: (.
Ground Floor
Second Floor

Ieli ‘E

Third Floor

=

Notes (tab): Click anywhere inside the box to add notes.

Click Save to keep your changes.

You can now Assign or Add Floor Levels to a User from the User Properties menu (page 17).

General Information

User Properties

(]

(]

Use Counter {for any Card, Login or PIN)

First Name:
Last Mame:
(@ Enabled )]
@ Supervisor )
© Aliow Extended Time )
{-D Master Attnbute - Card Enrollment Mode }
(=] Overrides Anti-Passback '}
{m] Crverriches Interlock }
@ Can Arm )
Can Dizarm ],
J
L]

“—‘
Credentisls | AccessLevels | Floorlevets | Work | Home | Events || Motes |

Activation Date:| 2018-07-24 0000

~Floor Levels

Casion s Y oo Y proper )

[nsviea [OapiayNome 0] ]
A Floor Level: L g

~ Floor Levels

(:.

)

Floor Level Al

Floor Level Mone

Flaor Level Pragramming

Selected Item: Floor Level All
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LOCKDOWN

Lockdown parameters are put in place to secure a building against an active threat by instantly locking all
doors. Any new access to these doors is prevented (or limited) until lockdown is ended. Configuring lockdown
options allows you to use a card, input (such as one used by a pushbutton), or login to Atrium to start and end
lockdown.

CDVI strongly recommends periodic and complete testing of the lockdown functionality. Tests should
also be performed when:

e System hardware (controllers, expanders and/or add-on modules, field
wiring, etc.) are added, modified (ex: firmware upgrade) or replaced.

¢ Modifications, systematic maintenance, upgrades or any other changes
are made to the LAN/WAN used for communicating with an ATRIUM
door controller.

LOCKDOWN PROPERTIES

The Lockdown Properties window contains all the fields used to configure lockdown. To display it, click on the
Dashboard tab, then on Configuration in the Lockdown tab.

- Adriam - CDWT _ o -
L) Haedh A d Conlgural Aremunts . . " |
" m - FaY —_
o h = H 8 AMN=Eh0E T *(a6|0&8 &
Lwery Card || Mohdays Schedules Areas Access Leveis Acoess Level Groups | Dooes Brlws Inputy Outputs || Cabs  Fioomy Flaer Levels || Lockdown | Confiqueation] | Events Reparts | English
e Accens Conbgurition Controt | Cabs | i R i,
+ lodkdown Ee
. Lockdown Properties
.1{ML — jir.. Lochdown Inputs | Users | Cardi | Doors | Aress | Cabs | CMals | Events | Motes |
[ Assign i|:
ratarting Optiond =
Card and FIN Options o
[ Double Swipe - I

(B Login prvward requind )

rStopping Options

=]

(s ) (e )
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l/, Lucl:duwn‘]

g& Lockdown Properties

~ Lockdown

(El Enable )

~Starting Options
Card and PIN Options
{[ Double Swipe = i

(El Login password required )

~Stopping Options
Card and PIN Options
{i Double Swipe = i

(El Login password required )

( Save ) (Cancel ]

cdvigroup.com

Lockdown: Lockdown is enabled by default. To disable
it from being used, uncheck the box.

Starting Options: Select how Lockdown is started.

e Card and PIN Options: Select whether a single
card swipe, double swipe or Two Man Rule (two
different cards used one after the other) can start
lockdown.

¢ Login password required: If this option is
checked off, a user login password is required
to start lockdown after clicking the Lockdown
button. If unchecked, Lockdown can be started
by clicking the Lockdown button and “OK"” on the

popup.

= g @ e

Floor Levels || Configuration || Events Report

S ‘ Lockdown | Meonitoring |

Stopping Options: Select how Lockdown is stopped.

e Card and PIN Options: Select whether a single
card swipe, double swipe or Two Man Rule (two
different cards used one after the other) can stop
lockdown.

e Login password required: If this option is
checked off, a user login password is required
to stop lockdown after clicking the Lockdown
button. If unchecked, Lockdown can be stopped
by clicking the Lockdown button and “"OK” on the

popup.
@ e

Floor Levels || Configuration || Events Report

|
15 “ Lockdown ” Monitoring |

Click Save to keep your changes.
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LOCKDOWN INPUTS

Lockdown Inputs are used to assign specific inputs on the Atrium panel to start and stop lockdown. Click on
the Assign tab to open the Lockdown Input window or Properties to modify assigned inputs.

§ 8 AEH (D= 3 =

: Areas Access levels Access Level Groups (| Doors Relays Inputs Outputs || Cabs Floors Floor Levels || Lockdown Coni

Access Configuration Control Cabs Lockdow

~  Lockdown InpuisY UsersT Ca rdsT DnursT AreasY Cath E-Mails\r’ E'.renle Mo

[ Assign i l: F'r:uper‘t'es) (Deletej

The Lockdown Input window shows available inputs for starting or stopping lockdown. The example below
show an input being used to start lockdown.

A Lockdown Input -

- General Information
~  Motes

Display Name: |Lockdown Pushbutton ON

~ Notes
r Trigger Event
Type: C Inputs '_:j
Event: {_ Input Cpened — i
Entity: {_Input 01 {(00-00-10-2B) - I i
 Outcome
Type: ( Lockdown )
Command: (_Start - i

Save Cancel
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General Information

¢ Display Name: The display name for this lockdown input can be modified here.

Trigger Event
e Type: This option is locked to inputs only.
e Event: Select what condition triggers the command.

e Entity: Select the input being used.
Outcome

e Type: This option is locked to lockdown only.
e Command: Select what happens when the Event is triggered.

USERS

The Users tab is used to manage which users can start and stop lockdown, grant access during a lockdown,
and confirm which areas have been secured, using a system login or PIN.

f LockdownlnputsY.- UsersY CardsY DnorsY AreasY CabsY E-MaiIsY EventsY Nntesw

(Assign ] ( Unassign ) ( Properties ) ( Print Location Report ] ( Print H ) (F:'.-:ﬂ' )

Last Name | First Name | Location | Date & Time | User Code Lockdown | Login Lockdown Counter

INSTALLER | USER Unknown | Unknown Y ' =

1

= Legend

M Start Lockdown SI Grant Access (Maintain Lockdown)
l Stop Lockdown m Area Secured (Maintain Lockdown)

Assign: Select a User and give them Lockdown rights.

Unassign: Select a User and remove their Lockdown rights.

Properties: Edit an existing User’s properties.

Find: Type in several letters or a full name to filter and find a specific User.
Print Location Report: Generate and print user’s location report.

Print: it an eGenerate and print summary or detailed user report.

Legend: Displays the different Login Lockdown rights available when logged into Atrium. For more
information on these rights, see the User Properties menu on the next page.

cdvigroup.com
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ASSIGNING A USER

Click on Assign to open the User menu. Select a User in the list or use the Find filter to specify one, then click
OK.

( Lockdown In PUB\I/J Users.Y Ca rdsY DuursY AreasY Ca th E- Maile EvenisY Nute-sj

E Unassign i,l: Properties i[ Find ]
ADMINISTRATOR | USER Unknown | Unknown ll“ﬁ!

INSTALLER LUSER Unknown [ Unknown I ll ‘l ﬂ!

A User: =

~Users

(s )

USER PROGRAMMING

Selected tem: CDVI

The User Properties window appears after selecting your User. The System Login tab displays important
information used for logging into the system and for using Lockdown.

User Properties
General Information . Credentisls | Accesslevels | Floorlevels | Work | Home | Events | Motes |

First Mame: USER ‘|
Cards PN | Erm b
Last Mame: |PROGRAMMING =

(@ Enabled ) @ __ mseeategn )
(=] Allow Extended Time ) u:;ﬁ:ﬂ";
@ Master Attribute - Card Enrollment Made ) e
(=] Overmides Anti-Passback } Password Hint;
o Cwverrides Interkack 3 Rights: (.—}M"‘""'“’m =
o Can AIen ) Acoess Level Group: C—)
(@ pemr— ) [El Allow software access JI
& o ) [ Allcrw weds access )]
Counter Varu-:: 1 %: © Allcw SDE access }
Aetivation Date:| 2001.01-01 00:00 m @ sunlockdown )
Expiration Date:| Mo - @ e )
Language: [_English G (@] Grant Access (Maintain Lockdown) y
lf_l:| Ares Secured (Maintain Lockdown) ]
B
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Type in a User Name for the login, a Password, and the password again to Confirm Password.

Select one or more Lockdown Rights for the User. Click Save if all changes are complete, or use the
PIN tab to continue configuration.

Start Lockdown: This User can start lockdown.

Stop Lockdown: This User can stop lockdown.

Grant Access (Maintain Lockdown): This User can Grant Access through a door during
lockdown. After the door’s unlock time ends, it locks and remains locked for the duration of the
lockdown.

Area Secured (Maintain Lockdown): This User can designate an Area as secured during a
lockdown.

ASSIGNING A PIN FOR LOCKDOWN

Click on the PIN tab and check off the Assign a Code box. After typing in a 5-digit PIN, select what this PIN
does from the Lockdown dropdown menu. The options available are the same as the above Lockdown Rights,
but only one can be selected per user PIN.

Credentials \|/ Access I_evele Floor Levels Y WurkY HumeY Events Y Nutesj
Cards | = PIHY System Lugin\l
(El Assign a Code )

CCIEIE' drdrdcdcdn

drdrdcdcdn

Confirm Code:

Lockdown (__ v__)

Start Lockdown
Stop Lockdown
Grant Access (Maintain Lockdown)
Area Secured (Maintain Lockdown)

(save )| ( Cancel )

Click Save if all changes are complete, or use the Floor level tab to continue configuration.
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ASSIGNING FLOOR LEVELS FOR LOCKDOWN

See below for assigning floor levels to a user. If you don’t have elevator control integrated into Atrium, you can
skip this section. The Floor Level specifies what floors the user has access to and can grant access to during a

lockdown.

Assigning Floor Levels to a user allows the Grant Access function to be used on elevator cabs during
lockdown. See the Cabs section in the Lockdown Activated Menus chapter for more information.

Click on the Floor Levels tab and click on Assign. Select a Floor Level from the list and Save.

( (redentl'ale Access LeveIsY " Floor Leuele WurkY HDITIE'Y E'urentsY Nutesj
~Floor Levels

( Assign j (: Unassign ) (Add ) ( Properties :]

Enable [ Display Name: | 1D |

i

g@: Floor Level:

~ Floor Levels

& )

Flaar Level Mone

| Floor Level Al

Floor Level Programming

Selected Iterm: Floor Level All

({]Kj {_ Cancel l

( Save ] ( Cancel )
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CARDS

The Cards tab is used to manage which cards can start and stop lockdown, grant access during a lockdown,
and confirm which areas have been secured.

( LockdownlnpuBY UsersYJ CardsY DoorsY AreasY CabsY E-MaiIsY Even‘IsY Notesw

[ Assign ) (Unassign) (Properties) [ Print I) [ Find )

1
7
= Legend

i Start Lockdown ﬂ Grant Access (Maintain Lockdown)
l Stop Lockdown m Area Secured (Maintain Lockdown)

ASSIGNING A CARD

Click on Assign to open the Card menu. Select a Card in the list or use the Find filter to specify one, then click
OK.

[/ Lockdown InpuisY UsersYJ CardsY DnursY AreasY Cahs\r E—Maile EvenisY Nute-sj

i Assign i ( Unassign) (F‘r:nper‘t'es :J (F:'n.f, )

A Card: =N

~Cards

MASTER
PROGRAMMING

Selected Item: Mew Card

[ OK I | Cancal i
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The Card Properties window appears after selecting your Card. Select what this card does from the drop-down
menu in Lockdown Option and click Save.

X
gfé\: Card Properties
r General Information "' Options\l" Notes\l
Display Mame: | Mew Card ~Options
(D Enable ) (D Grants Access )
User: (_CDVI il I ] (I:I Lost )
Activation Date:| 2017-11-23 00:00 = (O Stolen )
irati None #
Expiration Date | — | (D Programming Card - Card Enrollment Mode )
r Number
: r Lockdown Option
Format: (_26-bit = i
Lackdown {_Stop Lockdown -
Mumber: 51 64561

Hex: 33FC31

Save Cancel

Lockdown Option
e Start Lockdown: This Card can start lockdown.
e Stop Lockdown: This Card can stop lockdown.

e Grant Access (Maintain Lockdown): This Card can Grant Access through a door during
lockdown. After the door’s unlock time ends, it locks and remains locked for the duration of the
lockdown.

e Area Secured (Maintain Lockdown): This Card can designate an Area as secured during a
lockdown.

@ A Card must be assigned to a User for its selected Lockdown Option to function.

The Card and its Lockdown Option are now assigned.

r Lockdown InputsY Users Y . Ca rds\|/ Doors Y AreasY Cabs Y E-MaiIsY EventsY No
(Assign ) ( Unassign ) ( Properties ) (:-f:'*s )

Display Name: | User | Lockdewn
Mew Card covl l
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DOORS

The Doors tab shows the list of doors available for lockdown. Only doors assigned to this list can be locked
down.

Lockdown InputsY UsersY CardsY DoorsY AreasY Cath E-MaiIsY EventsY Notesw

(Assign } ( Unassign ) ( Properties ] ( Grant Access N ] ( Disable Access N } ( Print | ) (F:'.-::' ) IZ: Show All+ |

Display Mame Status | Lock Status | Access Status | Side A Area Side A Camera | Side B Area Side B Camera
A2-20-1F-77: Door 01 | | I I_'l — A2-20-1F-77: Area Door 01 O A2-20-1F-77: Area Door 01 O
A2-20-1F-77: Door 02 | (| (3 — O A2-20-1F-77: Area Door 02 O

Assign: Select a Door and assign it to the Lockdown list.

Unassign: Select a Door and remove it from the Lockdown list.
Properties: Edit a Door’s properties.

Print: Generate and print door report for all or selected doors.

Find: Type in several letters or a full name to filter and find a specific Door.

ASSIGNING A DOOR

Click on Assign to open the Door menu. Select a Door in the list or use the Find filter to specify one, then click
OK.

X
gfé\ Door: -
~Modules Doors

4 System Maone
A22 [2-Door Controller] (00-00-10-2B) 500-00—1{]-23: Door 02
Selected Item: 00-00-10-2B: Door 02

The Door is now assigned to the Lockdown list.

r Lockdown InputsY LlsersY CardsY ; DuursY AreasY Cath E-MaiIsY E'urentsT Nntes]

(Assign ) ( Unassign ) ( Properties ) (Grant Access H -) ( Disable Access H -) (.f:'vﬁ ) | Show Allr i

Display Name: Status | Lock Status | Access Status | Side A Area | Side A Camera | Side B Area Side B Camera
00-00-10-2B: Door 01| () B] - R 00-00-10-2B: Area Door 01 R
00-00-10-2B: Door 02| [~ B] - I 00-00-10-2B: Area Door 02 I
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AREAS

The Areas tab shows the list of areas available for lockdown. To lockdown a door, its area must also be
assigned to this list.

Lockdown InputsY UsersY CardsY DoorsY Areas\( Cath E—Maile
(Assign ) ( Unassign ) ( Properties ) (L_J Show Status) ( Arm ) ( Disarm ) (-::"1'-

| Display Name: Arm/Disarm Status | Alarm Status
00-00-10-2B: Area Door 01

EventsY Nntesj
) (Show .-‘-kllvi

Alarm

O

Assign: Select an Area and assign it to the Lockdown list.

Unassign: Select an Area and remove it from the Lockdown list.
Properties: Edit an Area’s properties.

Find: Type in several letters or a full name to filter and find a specific Area.

ASSIGNING AN AREA

Click on Assign to open the Area menu. Select an Area in the list or use the Find filter to specify one, then

click OK.
."é\. Area: -
~Modules Cabs
P i
l\-': 1a ) L\-‘: 1a )
4 System Mone

A22 [2-Door Controller] (00-00-10-2B) I 00-00-10-2B: Area Door 02

Selected ltem: 00-00-10-2B: Area Door 02

I./ Cancel ]

The Area is now assigned to the Lockdown list.

|/ Lockdown InputsY UsersY CardsY DoursY ArmY Cath E-MaiIsY
(ﬁ.ssign ) ( Unassign ) ( Properties ) (L'_J Show Status) ( Arm ) ( Disarm ) (F:’

E'urentsY Nntesj
) (Show Allvi

13

Display Mame: Alarm | Arm/Disarm Status | Alarm Status
00-00-10-2B: Area Door 01| [
00-00-10-2B: Area Door 02| [

143
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CABS

The Cabs tab shows the list of elevator cabs available for lockdown. Only cabs assigned to this list can be
locked down.

r Lockdown InputsY UsersY CardsY DoarsY Areas\r Cahs\( E-Maile EventsY Notesw
(Assign ) ( Unassign ) ( Properties ) (3’*5 )

Display Mame:
A2-20-01-54: Elevator 01

Assign: Select a Cab and assign it to the Lockdown list.

Unassign: Select a Cab and remove it from the Lockdown list.
Properties: Edit a Cab’s properties.

Find: Type in several letters or a full name to filter and find a specific Cab.

ASSIGNING A CAB

Click on Assign to open the Cab menu. Select a Cab in the list or use the Find filter to specify one, then click

OK.
.‘t_&\x Cabs | X |
~Modules Areas
P S
l\-': 1a ) L\-‘: 1a )
Mone

| A2-20-01-54: Elevator 02

Selected Item: A2-20-01-534: Elevator 02

( oK [ Cancel

The Cab is now assigned to the Lockdown list.

r Lockdown Inpule UsersY CardsY DoursY AreasY Cath E-MaiIsY EventsY Nntesj
(Assign ) ( Unassign ) (F'roperties ) (.f;'~5 )

Display Mame:
A2-20-01-54: Elevator 01
A2-20-01-54: Elevator 02
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EMAILS

The Emails tab shows the list of email notifications for starting and stopping Lockdown. For more information
on emails, check the Email Notifications chapter.

r Lockdown InputsY LlsersY CardsY DoursY AreasY Cahs\l/ ; E—MaiIsY EurentsY Nntesj
(Md ) ( Properties :) ( De ets) ( Test ) ( E-mail Settings ) ( Metwork Settings )

Display Name: | Subject | 1o | £-mail settings [ons |

Assign: Add an email notification to the Lockdown list.

Properties: Edit an existing lockdown email notification.

Delete: Delete an email notification from the Lockdown list.

Test: Test an email notification in the Lockdown list. Always test to confirm functionality.

ADDING A LOCKDOWN EMAIL

Click on Assign to open the Lockdown menu for emails. The window below shows an example of an email
notification for Lockdown. Click Save when finished.

i

g;é\ Lockdown

~General Information | ~ E-mail Information

Display Mame: | Lockdown To |personl@example.com

Cc |perscnd@example.com

~ Trigger Event

Event (Lockdown stopped v) Bee |person3@example.com
Lockdown started Subject |Lockdown Started!
Lockdown stopped Message | A Lockdown of the building has been started!

Save Cancel

The Email is now assigned to the Lockdown list.

|/ Lockdown InputsY UsersY CardsY DoursY AreasY Cath ; E—MaiIsY EventsY Nntesj
(Add ) ( Properties ) ( Delete ) (Test ) ( E-mail Settings ) ( Metwork Settings )

Display Mame: | Subject To | E-mail Settings DS
Lockdown Lockdown Started! example@example.com | 192.168.1.7
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EVENTS

The Events tab shows the list of all events related to Lockdown.

-

Lockdown InpuBY

UsersY

CardsY DoorsY AreasY

CabsY

E-MaiIsYJ Events Notes

2018-05-01 13:45:44

[ View Details ) ( Print b

Lockdown stopped

Area: A2-20-23-D5; Area Door 01

Lockdown

2018-05-01 12:45:44

Lockdown stopped

Area: A2-20-23-D5: Area Door 02

Lockdown

2018-05-01 13:45:44

Lockdown stopped

User:

Lockdown

2018-05-01 13:45:36

Lockdown started

Area: A2-20-23-D5: Area Door 01

Lockdown

2018-05-01 13:45:36

Lockdown started

Area: A2-20-23-D5: Area Door 02

Lockdown

2018-05-01 13:45:36

Lockdown started

User:

Lockdown

NOTES

The Notes tab provides a space to type in notes.

I’

Lockdown InpuisY

UsersY

Ca rdsY

DuursY AreasY

Ca th

E-Mails | Events | . Notes| |

-~ Notes

146
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LOCKDOWN ACTIVATED MENUS

When Lockdown is activated, the Atrium menus are restricted and all system configuration is disabled. Click
Stop Lockdown to restore all menus.

& | Atrium - CDVI
2 Dashboard l
Doors Areas Cabs User Cards Events Enghsh Lo C kd Ow n Stop Lockdown
Lockdown Meonitoring | | Languages |

Show All+

[ Grant Access (Maintain Lockdown) b ( Find ]

00-00-10-28: Door 01

00-00-10-2B: Area Door 01

=
0
O

Uil

00-00-10-2B: Door 02| ( 0 00-00-10-2B: Area Door 02 O

DOORS

The Doors tab shows the list of doors currently under lockdown. Only doors previously assigned in the
Lockdown Door menu are shown.

<

Doors

[ Grant Access (Maintain Lockdown) i Find ]

Show Allw

00-00-10-28: Door 01 00-00-10-28: Area Door 01

Ol
O

Uil

00-00-10-2B: Door 02 (~

O 00-00-10-2B: Area Door 02 |

Grant Access (Maintain Lockdown): Grant Access through the door during lockdown. When the
door relocks, Lockdown remains in effect. Note that this option is selectable only if it is assigned in
the User’s Lockdown rights.

Find: Type in several letters or a full name to filter and find a specific Door.
Show All: Click to toggle between all doors or only doors on a specific module.
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AREAS

The Areas tab shows the list of areas currently under lockdown. Only areas previously assigned in the
Lockdown Area menu are shown.

 Areas

[ Lockdown frea Secured i [ Lockdown frea Unsecured i Find Show Allr

00-00-10-2B: Area Door 01

a

00-00-10-2B: Area Door 02

O

Lockdown Area Secured: Select an area and click on this button to indicate that the area is clear
of any threat. The area should be checked physically

. Areas

F Lockdown Area Secured hl [ Lockdown Area Unsecured h Find Show Al

00-00-10-2B: Area Door 01

Il
1C8

00-00-10-28: Area Door 02| 5 ( ﬁ )

Always confirm that someone has physically checked the area(s) before setting the area(s) as secure
in Atrium.

Securing areas one at a time helps confirm that they are safe, but this does not stop lockdown.

%
%

Lockdown Area Unsecured: Areas are unsecured by default and are potentially unsafe until they
have been physically checked to confirm safety.

Show All: Click to toggle between all doors or only doors on a specific module.
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CABS

The Cabs tab shows the list of elevator cabs currently under lockdown. Only cabs previously assigned in the
Lockdown Cab menu are shown.

. Cabs

( Grant Access (Maintain Lockdown) ) (F:'n:.' j

AZ2-20-01-54: Elevator 01 (

AZ2-20-01-54: Elevator 02 (

Grant Access (Maintain Lockdown): Grant Access to allow a user to temporarily select elevator
cab floors during lockdown. After the Grant Access ends, Lockdown remains in effect. Note that this
option is selectable only if it is assigned in the Cab’s Lockdown rights.

Find: Type in several letters or a full name to filter and find a specific Cab.

USERS

The Users tab shows the list of all users in Atrium. User Code Lockdown and Login Lockdown rights are
also displayed (if they have been assigned).

| ~ Users
( Set User Location to Unknown _) Eind

CIvI Unknown Unknown

ADMIMISTRATOR | USER Unknown | Unknown l

IMSTALLER LUSER Unknown | Unknown I l iﬁ

PROGRAMMING |USER Unknown | Unknown

al1sa

I"
= Legend

ﬂ Start Lockdown i Grant Access (Maintain Lockdown)
I Stop Lockdown ﬂ Area Secured (Maintain Lockdown)
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EVENTS

The Events tab shows the list of all events related to Lockdown.

LANGUAGES

The Languages tab shows the list of available languages.

STOP LOCKDOWN

Click here to Stop Lockdown. A password may be required if the option has been set in the Lockdown
Configuration options.

B | Atrium - COVI — O
ﬁ Dashboard ]
O &
English
Languages
- Events

NHD Db
Events
(‘-;"eu-;[leta'ls) (EI.' Arcess ”:I:D (EI.' Security ”:I:D (EI.' Alarms ”E) I:I:D (B Lockdown

Lockdown......

Doors Areas Cabs  Users Cards

Lockdown Monitorin

2007-12-21 14:2%:52 | Lockdown started Area: 00-00-10-28: Area Door 01 Lockdown
2017-12-21 14:29:52 | Lockdown started Area 00-00-10-28: Area Door 02 Lockdown
2017-12-21 14:2%:52 | Lockdown started User USER INSTALLER Lockdown

20017-12-21 14:29:52 | Elevator lockdown started | Cab: A2-20-01-54: Elevator 01, Floor:
2017-12-21 14:29:52 | Elevator lockdown started | Cab: A2-20-01-54: Elevator 02, Floor:
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ACCOUNTS

Accounts are used when a computer connects to different ATRIUM installations. Each account has two database
files; one for the configuration settings and one to store the system’s events. Typically, an installer creates a
separate account for each client site he may have.

Each account has two dedicated database files; one for the static entities (users, cards, schedules, input,
outputs, areas, tamper switches, etc.) and one for the events.

From the Accounts tab, click on the Accounts icon, and click on the Add button.

g&, Dashboard Hardware Advanced Configuration | Accounts |

Accounts| Import/Export (Offline)

Management

(ﬁ)| ( Properties ) ( Delete ] ( Backup ) ( Restore } ( Connect j

CDVI

ADDING AN ACCOUNT

From the Accounts tab, click on the Accounts icon, and click on the Add button.

,f& Account Creation r——

Account: ” I

I’: Save j ( Cancel ]

¢ Account: Identifies the account throughout the ATRIUM software. We recommend using a name
that is representative of the account.

DELETING AN ACCOUNT

To delete an existing account, select the account from the list and click on the Delete button. A dialogue
box will appear requesting confirmation. Deleting an account will erase the two database files related to this
account. The Default account cannot be deleted.
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BACKUP

Allows to backup the ATRIUM databases (entities and/or events) for the selected account.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Backup
button.

i

.“’é\x Backup

~ Entities Database File Path:

B CA\Users\pparetDocumentshAtrium BackuphDefault_20120420_095548.bak

~ Events Database File Path:

B Ch\Users\pparet\DocumentshAtrium BackuphDefaultEvents_20120420 095548 bak

0)l0

Iim IiCanu:EI ]

To back up the database(s), select the database(s) that must be saved and select the path (if required). By
default, both databases (configuration and events) for the selected account will be saved to the default path.
Click on OK to back up the configuration on the selected drive.

RESTORE

Allows to restore the ATRIUM databases (entities and/or events) for the selected account from a backup.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Restore
button.

i

n".ﬁ-\x Restore

~ Entities Database File Path:

: ) P
B ChlUsers\ppare’\Documents\Atrium Backup', L J
~ Events Database File Path:
: ) P
B ChUsers\ppare’\Documents\Atrium Backup', L J

Iim IiCanu:EI ]

To restore the database(s), select the database(s) that must be restored and select the path (if required). By
default both databases (configuration and events) for the selected account will be restored from the default
path. Click on OK to transfer the databases to the controller module and sub-module(s).

CHANGE ACCOUNT

Allows you to connect to the selected account. Type the user login and password to connect.
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Offline Programming allows you to import and export a database of users, cards and access levels. It also
allows you to add or modify Users, Cards, Holidays, Schedules, Access Levels and Access Level Groups without

being synchronized with a module.

STARTING OFFLINE MODE (LOGGED IN)

From the Accounts tab, click on the Accounts icon, and click on the Import/Export (Offline) button. Click

Yes in the popup window to move to offline programming.

ﬁ Dashboard Hardware Advanced Configuration “ Accounts ”

2| @&

‘ Accounts |Import/Export (Offline)

Management

| _ Accounts

[ Add il: Properties i[ Delete ] [ Backup i,l: Restore i[ Connect )

COVI
S0 Import/Export
You will now be moved to "Offline Programming” to impertfexport users and cards.
Would you like to continue?
11141
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STARTING OFFLINE MODE (LOGGED OUT)

Run the Atrium Software and select an account to login to. From the User Login

Programming option and click Login.

window, check off the Offline

i Atrium - CDVI - O s
f{-\_\, Dashboard Hardware Advanced Configuration Accounts
B o Fy — -
$## AME0H (2= 2| O - &
Cabs Floors Floor Levels || Events Reports English
Monitering ‘ ‘ Languages

Doors Relays Inputs Outputs

of B EH §
"
Users Cards || Holidays Schedules Areas Access Levels Access Level Groups
‘ Credentials Access Configuration Control ‘ Cabs
- System Overview
( Properties ) ( Delete j ( Replace j ( Upload Firmware ) ( Locate || ) ( Synchronize ” ) ( Reboot ) ( Restore Factory Defaults )

( Expand All } ( Collanse All )

@ User Legin

User Name: admin

D

Bassword: | *=*
Eventsf Synchronize all events - D

(EI Offline Programming )

Important:

W @ offline

Mum | Sar

CAP

7( #* ) Software Alerts

rl- Hardware Alerts

|ns

COVI | |

154| cdvigroup.com



Software
‘ Version 6.0

£ ATRIUM
&

IMPORT/EXPORT MENUS

Import/export options are useful for building a database and exporting an existing database. Only users, cards,
and access levels can be imported/exported.

& | Atrium - CDVI

| B | Dashboard | Accounts
O P § B @& &
o)

Users Cards || Holidays Schedules Access Levels Access Level Groups || Import Export Temnplates|| English
‘ Import/Export Languages
([ Add i (F‘r:uper‘t'es j (F:'ﬂ:.' j

Credentials Access Configuration

M User Mew 2017-12-22 00:00 m n Syng
i |ACMINISTRATOR (USER Access Level Always 2000-01-01 00:00 O v, Syng
o INSTALLER LSER Access Level Always 2017-12-22 00:00 m o Sy
R |PROGRAMMING (USER Access Level Programming | 2000-01-01 00:00 m O Sync

Import: Click here to import a database. This database includes users, cards and access levels, as
well as holidays and schedules (if specified). The file format must be .csv, .xml, .txt or .xls and
follow a specific template (found by clicking on Templates).

Export: Click here to export a database. This database includes all information except for hardware,
areas, and doors. The file format is in .xml. Atrium will generate an Export Report showing what
entities were successfully exported.

ATRIUM Export Report @D cowvi
Export Summary

Quantity to Export Quantity Exported

Users: 4 4

Cards: 3 3

Holidays: 2 2

Schedules: 4 4

Accesslevels: 2 2

AccesslevelGroups: 1 1
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Templates: View import templates in .csv, .txt and .xls format. The sample template below shows
the way to enter information for best results.

A B z D E F G H
1| First_Name Last_Name User_Code Card_Name Card_Format Card_Number Card_Hex_Number Access_Level_Id
2 | John Doe r 11111 John Doe Card 26-bit 236:20469 ECAFFS r 2
3 | Marc Doe r 22222 Marc Doe Card 30-bit 1348:33490 544582D2 r 2
4 Steve Doe " 33333 Steve Doe Card 44-bit " 1041257005055 F26FCOFFFF | 2
5 | Brian Doe i ar4a4 Brian Doe Card AWIDS0-bit | 2029426423 78F696F7 | 2
6 | Allan Doe i 55555 Allan Doe Card HID 37-bit 1592:370350 6385AGAE | 2
7 | Curtis Doe i 66666 Curtis Doe Card HID 40-bit 207:21573 CF5445 i 2
8 | Ken Doe i 77777 Ken Doe Card 10Prox XSF 39-bit 4987:58125 4937E30D0 | 2
9| George Doe i 8883 George Doe Card KeyScan 36-bit 198:33262 C6B1EE i 2
10| Adam Doe " 99999 Adam Doe Card Track 2 " 4564654654656566  1037877B363030 2
11 Marvin Doe r 10101 Marvin Doe Card Universal r 516616586408084 1D5DC2C1E3094 r 2

@ Entering the Card Number or Card Hex Number is necessary to add cards.

DATABASE CONFIGURATION

Credentials and Access Configuration can be added and modified with an existing module offline or without
any module.

& | Atrium - COVI

| #B | Dashboard | Accounts
D P g 8 @& &

Users Cards || Holidays Schedules Access Levels Access Level Groups || Import Export Templates || English
Credentials Access Configuration Import/Export Languages

(o)
( Add ) ( Properties ) (F:‘nc‘.‘ ]
[Enabte Juast Nome T First Name [ AccessLeves T actvation Date [ Expiry Date | PN [ system Login [ s

i |ADMINISTRATOR | USER Access Level Always 2000-01-01 00:00 m ) Sync|
i |INSTALLER USER Access Level Always 2017-12-22 00:00 | . Syng
i |PROGRAMMING |USER Access Level Programming | 2000-01-01 00:00 n i Syng
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Any new entity added or modified in offline mode is highlighted.

o Users

[:Add ) ( Properties ) (-f:'*s )

Enable | Last Mame First Name | Access Levels Activation Date | Expiry Date | PIN | System Login | Synd
R |User Mew Access Level Always 2017-12-27 00:00 O ] Pend
m |ACMINISTRATOR [USER Access Level Always 2000-01-01 00:00 0 A Syng|
v, INSTALLER USER Access Level Always 2017-12-22 00:00 O A Syng
R |PROGRAMMING |USER Access Level Programming | 2000-01-01 00:00 O O Sync|

Logging out and back into the account for normal configuration with the module displays this
window:

g:g"a Offline Programming

Synchronize offline programming?
[Users, Cards...]

Yes

Click Yes to accept these changes and merge them with the account database.

Click No and the specific entities will be highlighted and their Synchronization Status will show as
“Pending”.

If No is selected, the entities will remain pending in the database until they are deleted or Yes is
chosen on the popup window to synchronize them.
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The %5 Year Warranty” is offered by CDVI exclusively for CDVI products featuring the logo 5 Year Warranty”,
and supplied by authorized CDVI dealers participating in the offer. You can obtain the address of the local
authorized dealer participating in the offer by contacting CDVI or a local CDVI subsidiary. The "5 Year Warranty”
is only applicable to hidden defects detected during the lifetime of the product, as defined by the CDVI Group (5
years or 200 000 operations - whichever of the two expires first).

The "5 Year Warranty” conditions shall not modify the sales conditions between CDVI and its customers.

DURATION OF THE OFFER:

e This offer is valid from July 1st 2010; CDVI reserves the right to terminate this offer without prior
notice.

e However, any product already registered up to the date of withdrawal of the offer will remain
eligible for the “5 Year Warranty”.

e The warranty applies only to the available products mentioned in the above statement.

CONDITIONS :

¢ Hidden defects are guaranteed for an unlimited shelf life (period of time before use).

¢ To be eligible for the "5 Year Warranty”, the product must be registered at CDVI within one month
of its delivery to the end user, by completing in and returning back the “warranty” form by fax,
email or post to the local CDVI subsidiary. This information may also be registered on line at www.
cdvigroup.com.

e Only the issue of the "5 Year Warranty” certificate by CDVI can confirm product registration; CDVI
may not be held responsible in the event of loss or non-presentationof the form.

e The "5 Year Warranty” only applies to products installed by a skilled and experienced personal
with the necessary trade qualifications to install according to the highest standards, respecting
the standards, instructions and guidelines defined by CDVI and according to the maximum
recommended specifications.

¢ To enable CDVI to determine whether a product is eligible to claim for the “5 Year Warranty”,
after prior issue of a return of materials authorization number (RMA) by CDVI, the customer must
return the product and all of its accessories in the original packaging with a copy of its invoice. The
transport fees shall be paid by the customer and the package must be returned to CDVI or to a
CDVI authorized repair centre.

¢ Eligibility for the "5 Year Warranty” cover must be confirmed by CDVI.

e The "5 Year Warranty” only covers the replacement or repair of the parts acknowledged as faulty by
CDVI.

e CDVI reserves the right to respect its obligation by replacing the product or the parts acknowledged
as faulty by a standard part replacement or by a product or new parts, or by an updated or
improved version of the product with identical or similar functionalities.

¢ In respect of the applicable law, CDVI cannot be held responsible for material or immaterial
damages caused to goods or to third parties and as a direct or indirect result of the installation,
utilization, product faults or poor functioning of a device.

e The "5 Year Warranty” is non-assignable andnon-transferrable; only the person who registered the
aforementioned warranty may benefit from the warranty.

e The "5 Year Warranty” is limited to the eligible product and is strictly limited to the conditions in
effect on the date of purchase by the customer.
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NOT COVERED BY THE "5 YEAR WARRANTY":

e Any product which has undergone even the slightest modification or change;
e Any product which has been installed and/or used with any auxiliary device not supplied by CDVI;
¢ Any product which has been used for demonstrations or display;

e Any product or its elements considered as “consumables” such as fuses, lights and batteries for
example;

e Failure or malfunctioning as a result of an accident, poor storage conditions, unsuitable assembly,
bad utilization or handling, poor maintenance, unsuitable repair or intervention.

¢ Any call-out and installation fees (for assembly and dismantling) as well as transport costs (to and
from the repair centre) and maintenance fees.

THE INSTALLER’S RESPONSIBILITIES:

When registering the 5 Year Warranty on line, the installer is responsible for the information supplied. In case of
errors, the 5 Year Warranty will not be applicable.

NOTES:

Copyright (C) 2011-2018 CDVI. All rights reserved. ATRIUM Access Control is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this product, or any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent possible under law.

All other brand and product names are trademarks or registered trademarks of their respective companies.
The information contained in this publication is subject to change without notice.
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